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How to Find Applications Consuming Internet 
on Windows

These days everyone is having unlimited Internet connection 
which is also known as unmetered connection. But still if you 
are one of them is having immediate connection and you're 
concerned about the applications using your Internet bandwidth, concerned about the applications using your Internet bandwidth, 
then it's better to know that which applications are draining your 
Internet bandwidth. They can find a lot of applications that he 
can use to check which applications are using the Internet and 
even track down how much downloading and uploading you're 
doing with your connection.

But today I will show you an official way in Windows by which you can track down applications those are 
consuming your Internet connection and draining your bandwidth.

Check Applications Secretly Connecting to Internet

Now we are going to use simple command in the command prompt, to get details about the applications in a 
text file, so the command we're going to use the track down the applications within few minutes and then log 
them up in a simple text file.

1. In your Start Menu, type CMD which will get you Command Prompt, now make sure to open Command      1. In your Start Menu, type CMD which will get you Command Prompt, now make sure to open Command      
    Prompt as an administrator. So right click and choose option Run as administrator.
    
2. Now in the command prompt, type below line and press enter. 
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netstat -b 5 > activity.txt

3. After that wait for 2 minutes, now press Ctrl + C & type below line & press Enter.

activity.txt

4. This will open the Activity.txt file containing list of applications consuming your internet bandwidth, 
with proper date and time.

So you can see in the above image, I have just opened up my activitSo you can see in the above image, I have just opened up my activity.txt file and it shows me the 
TCP connection the name of the application and the connection status it's established or what.So in 
this way you can see if any unknown application is connecting to the Internet you can just go to the 
task manager and the minute that application so that your Internet bandwidth this not trained and you 
have enough Internet bandwidth to enjoy other stuff on the Internet.

Source : hackinguniversity.in
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How to Exploit BitTorrent for Large-Scale 
DoS Attacks
A flaw discovered in several widely used BitTorrent applications, 
including uTorrent, Vuze and Mainline, could be used to carry out 
a devastating distributed denial of service (DDoS) attack that 
makes it very easy for a single undetectable hacker to bring 
down large sites.

AA new research by Florian Adamsky of the City University 
London shows that open BitTorrent protocol can be exploited to 
carry out Distributed Reflective Denial of Service (DRDoS) 
attacks.

The bitTorrent protocol is a file-sharing protocol used by Millions of active online users at any given point in 
the day to exchange files over the Internet.

DRDoS attack is a more sophisticated form of conventional DDoS attack where open and misconfigured 
DNS (Domain Name System) can be used by anyone to launch high-bandwidth DDoS attacks on target 
websites.

On a paper, titled "P2P File-Sharing in Hell: Exploiting BitTorrent Vulnerabilities to Launch Distributed 
Reflective DoS Attacks," the researchers shows that the weakness in various BitTorrent protocols can be 
exploited to amplify Denial of Service attacks.exploited to amplify Denial of Service attacks.
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he researchers conducted a test in which they were able to exploit BitTorrent peers to flood a 
third-party target with data traffic up to a factor of 50 to 120 times bigger than the original request.

According to researchers, the vulnerability affects BitTorrent protocols (Micro Transport Protocol 
(uTP), Distributed Hash Table (DHT), Message Stream Encryption (MSE)) as well as BitTorrent Sync 
(BTSync) protocols.

Dos amplification techniques are not at all new. The amplification attacks have significantly increased 
in the past year, and hackers are widely taking advantage of this to attack major websites.

Last year we saw hackers exploiting a vulnerability in the home as well as small oLast year we saw hackers exploiting a vulnerability in the home as well as small office routers to 
amplify the bandwidth of the attack.

Two years ago, a massive 300Gbps DDoS attack launched against Spamhaus website almost broke 
the Internet. Also last year, hackers succeeded in reaching new heights of the massive DDoS attack 
targeting content-delivery and anti-DDoS protection firm CloudFlare, reaching more than 400Gbps at 
its peak of traffic.

BitBitTorrent has been notified about the flaws. The company has already patched some of its applica-
tions in a recent beta release. However, uTorrent is still vulnerable to a DHT attack. Vuze has also 
been notified about the vulnerability and has yet to release a patch.

Source : thehackernews.com
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Popular Tools for Brute-force Attacks

The brute-force attack is still one of the most popular password cracking methods. Nevertheless, it is not 
just for password cracking. Brute-force attacks can also be used to discover hidden pages and content in 
a web application. This attack is basically “a hit and try” until you succeed. This attack sometimes takes 
longer, but its success rate is higher. In this article, I will try to explain brute-force attacks and popular 
tools used in different scenarios for performing brute-force attack to get desired results.

What is a Brute-force attack?

Brute-force attack when an attacker uses a set of predefined values to attack a target and analyze the reBrute-force attack when an attacker uses a set of predefined values to attack a target and analyze the re-
sponse until he succeeds. Success depends on the set of predefined values. If it is larger, it will take more 
time, but there is better probability of success. The most common and easiest to understand example of the 
brute-force attack is the dictionary attack to crack the password. In this, attacker uses a password dictionary 
that contains millions of words that can be used as a password. Then the attacker tries these passwords one 
by one for authentication. If this dictionary contains the correct password, attacker will succeed.

In traditional brute-force attack, attacker just tries the combination of letters and numbers to generate pass-
word sequentially. However, this traditional technique will take longer when the password is long enough. 
These attacks can take several minutes to several hours or several years depending on the system used and 
length of password.
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To prevent password cracking by using a brute-force attack, one should always use long and 
complex passwords. This makes it hard for attacker to guess the password, and brute-force 
attacks will take too much time. Most of the time, WordPress users face brute-force attacks against 
their websites. Account lock out is another way to prevent the attacker from performing brute-force 
attacks on web applications. However, for offline software, things are not as easy to secure.

SimilarlSimilarly, for discovering hidden pages, the attacker tries to guess the name of the page, sends re-
quests, and sees the response. If the page does not exist, it will show response 404 and on success, 
the response will be 200. In this way, it can find hidden pages on any website.

Brute-force is also used to crack the hash and guess a password from a given hash. In this, the hash 
is generated from random passwords and then this hash is matched with a target hash until the at-
tacker finds the correct one. Therefore, the higher the type of encryption (64-bit, 128-bit or 256-bit 
encryption) used to encrypt the password, the longer it can take to break.

Reverse brute-force attack

A reverse brute-force attack is another term that is associated with password cracking. It takes a 
reverse approach in password cracking. In this, attacker tries one password against multiple 
usernames. Think if you know a password but do not have any idea of the usernames. In this case, 
you can try the same password and guess the different user names until you find the working 
combination.

NoNow, you know that Brute-forcing attack is mainly used for password cracking. You can use it in any 
software, any website or any protocol, which do not block requests after few invalid trials. In this 
article, I am going to add few brute-force password-cracking tools for different protocols.
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Popular tools for brute-force attacks

Aircrack-ng
This is a popular wireless password-cracking tool available for free. This tool comes with WEP/W-
PA/WPA2-PSK cracker and analysis tools to perform attack on WIFi 802.11. Aircrack NG can be used 
for any NIC, which supports raw monitoring mode.

It basically performs dictionary attacks against a wireless network to guess the password. As you 
already know, success of the attack depends on the dictionary of passwords. The better and effective 
the password dictionary is the more likely it is that it will crack the password.

It is available for Windows and Linux platforms. It has also been ported to run on iOS and Android 
platforms. You can try on given platforms to see how this tool works.

Download Aircrack-ng

John the Ripper
John the Ripper is another awesome tool that does not need any introduction. It has been a favorite John the Ripper is another awesome tool that does not need any introduction. It has been a favorite 
choice for performing brute-force attack for long time. This free password-cracking software was 
initially developed for Unix systems. Later, developers released it for various other platforms. Now, it 
supports fifteen different platforms including Unix, Windows, DOS, BeOS, and OpenVMS. You can use 
this either to identify weak passwords or to crack passwords for breaking authentication.

This tool is very popular and combines various password-cracking features. It can automatically detect This tool is very popular and combines various password-cracking features. It can automatically detect 
the type of hashing used in a password. Therefore, you can also run it against encrypted password 
storage.

Basically, it can perform brute-force attack with all possible passwords by combining text and numbers. 

http://www.aircrack-ng.org/
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However, you can also use it with a dictionary of passwords to perform dictionary attacks.
Download John the Ripper 

Rainbow Crack
Rainbow Crack is also a popular brute-forcing tool used for password cracking. It generates rainbow Rainbow Crack is also a popular brute-forcing tool used for password cracking. It generates rainbow 
tables for using while performing the attack. In this way, it is different from other conventional 
brute-forcing tools. Rainbow tables are pre-computed. It helps in reducing the time in performing the 
attack.

The good thing is that there are various organizations, which already published the pre-computer 
rainbow tables for all Internet users. To save time, you can download those rainbow tables and use in 
your attacks.

This tool is still in active development. It is available for both Windows and Linux and supports all This tool is still in active development. It is available for both Windows and Linux and supports all 
latest versions of these platforms.

Download Rainbow Crack 

Cain and Abel
I am sure you have already heard the name of this password-cracking tool. It can help in cracking I am sure you have already heard the name of this password-cracking tool. It can help in cracking 
various kind of passwords by performing brute-forcing attacks, dictionary attacks, and cryptanalysis 
attacks. Cryptanalysis attacks are done by using the rainbow tables as mentioned in the previous 
tool.

It is worth to mention that some virus scanners detect it as malware. Avast and Microsoft Security 
Essentials report it as malware and block it in system. If it is in your system, you should first block 
your antivirus.

http://www.openwall.com/john/
http://project-rainbowcrack.com/
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Its basic functions:

    Sniffing the network
    Cracking encrypted passwords using Dictionary
    Brute-Force and Cryptanalysis attacks
    Recording VoIP conversations
    Decoding scrambled passwords
    Recovering wireless network keys    Recovering wireless network keys
    Revealing password boxes
    Uncovering cached passwords
    Analyzing routing protocols.

The latest version of the tool has many features, and has added sniffing to perform Man in the Middle 
attacks.
Download Cain and Able 

L0phtCrackL0phtCrack
L0phtCrack is known for its ability to crack Windows passwords. It uses dictionary, brute-force, hybrid 
attacks, and rainbow tables. The most notable features of l0phtcrack are scheduling, hash extraction 
from 64 bit Windows versions, multiprocessor algorithms, and networks monitoring and decoding. If 
you want to crack the password of Windows system, you can try this tool.
Download L0phtCrack

Ophcrack
Ophcrack is another brute-forcing tool specially used for cracking Windows passwords. It cracks Ophcrack is another brute-forcing tool specially used for cracking Windows passwords. It cracks 
Windows password by using LM hashes through rainbow tables. It is a free and open-source tool. IN 
most of the cases, it can crack Windows password in few minutes. By default, Ophcrack comes with 
rainbow tables to crack passwords of less than 14 characters, which contains only alphanumeric 
characters. Other rainbow tables are also available to download.

http://www.oxid.it/cain.html
http://www.l0phtcrack.com/
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characters. Other rainbow tables are also available to download.Ophcrack is also available as 
LiveCD.

Download Ophcrack 

Crack
Crack is one of the oldest password cracking tools. It is a password-cracking tool for the UNIX 
system. It is used to check weak passwords by performing dictionary attacks.

Download Crack 

HashcatHashcat
Hashcat claims to be the fastest CPU based password cracking tool. It is free and comes for Linux, 
Windows and Mac OS platforms. Hashcat supports various hashing algorithms including LM Hashes, 
MD4, MD5, SHA-family, Unix Crypt formats, MySQL, Cisco PIX. It supports various attacks including 
Brute-Force attack, Combinator attack, Dictionary attack, Fingerprint attack, Hybrid attack, Mask 
attack, Permutation attack, Rule-based attack, Table-Lookup attack and Toggle-Case attack.

Download Hashcat 

SAMInsideSAMInside
SAMInside is another popular password-cracking tool for cracking Windows OS passwords. It is 
similar to the Ophcrack and Lophtcrack tools. It claims to crack around 10 million passwords per 
second on a good computer. It supports various attacking methods including Mask attack, Dictionary 
attack, Hybrid attack and Attack with Rainbow tables. It supports over 400 hashing algorithms.

Download SAMInside 

http://ophcrack.sourceforge.net/
http://www.crypticide.com/alecm/software/crack/c50-faq.html
https://hashcat.net/oclhashcat/
http://www.insidepro.com/
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DaveGrohl
DaveGrohl is a popular brute-forcing tool for Mac OS X. It supports all available versions of Mac OS 
X. This tool supports both dictionary attacks and incremental attacks. It also has a distributed mode 
that lets you perform attacks from multiple computers to attack on the same password hash. This tool 
is now open source and you can download the source code.

Download DaveGrohl 

NcrackNcrack
Nrack is also a popular password-cracking tool for cracking network authentications. It supports vari-
ous protocols including RDP, SSH, http(s), SMB, pop3(s), VNC, FTP, and telnet. It can perform differ-
ent attacks including brute-forcing attacks. It supports various platforms including Linux, BSD, Win-
dows and Mac OS X.

Download Ncrack 

THC Hydra
THC Hydra is known for its ability to crack passwords of network authentications by performing 
brute-force attacks. It performs dictionary attacks against more than 30 protocols including telnet, ftp, 
http, https, smb and more. It is available for various platforms including Linux, Windows/Cygwin, So-
laris 11, FreeBSD 8.1, OpenBSD, OSX and QNX/Blackberry

Download THC Hydra 

These are a few popular brute-forcing tools for password cracking. There are various other tools are 
also available which perform brute-force on different kinds of authentication. If I just give example of 
few small tools, you will see most of the PDF cracking, ZIP cracking tools use the same brute-force 
method to perform attacks and cracks passwords. There are many such tools available for free or 
paid.

https://github.com/octomagon/davegrohl
https://nmap.org/ncrack/
https://www.thc.org/thc-hydra/
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Conclusion

Brute-forcing is the best password cracking methods. The success of the attack depends on various 
factors. However, factors that affect most are password length and combination of characters, letters 
and special characters. This is why when we talk about strong passwords; we usually suggest users to 
have long passwords with combination of lower-case letters, capital letters, numbers, and special 
characters. It does not make brute-force impossible but it makes brute-force dicharacters. It does not make brute-force impossible but it makes brute-force difficult. Therefore, it will 
take a longer time to reach to the password by brute-forcing. Almost all hash cracking algorithms use 
the brute-force to hit and try. This attack is best when you have offline access to data. In that case, it 
makes it easy to crack, and takes less time.

Brute-force password cracking is also very important in computer security. It is used to check the weak 
passwords used in the system, network or application.

The best way to prevent brute-force attack is to limit invalid login. In this waThe best way to prevent brute-force attack is to limit invalid login. In this way, attack can only hit and 
try passwords only for limited times. This is why web-based services start showing captchas if you hit 
the wrong passwords three times or they will block your IP address.

There is a long list of password cracking tools which use brute-force or dictionary attack. I tried to list 
only a few of the best and most popular tools. If you think I missed some important tools, please let me 
know that in comments below. I will add those tools in the list to make this list better. I hope you 
enjoyed this article.

Source : infosecinstitute.com
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How does facial recognition technology work?

In this new age of wearable tech, biometrics and multi-factor 
authentication, your face is increasingly becoming your digital ID 
for authenticating who you are online. But how does facial 
recognition software work and what are the caveats?

Not so new

Facial recognition technology is not exactly a new phenomenon, for all the recent headlines. The first experi-
mentations with the technology can be traced back to the 1960s, although, back then, the research going 
into its development was kept quiet.

Whereas today the science behind the software is much more mathematical, automatic and underpinned by 
sophisticated computer power, the early models required a greater level of human input and were therefore 
semi-automated.

It was also a relatively niche development. No-one back then could quite have imagined that half a century 
later, facial recognition software would become so ubiquitous, both from a security point of view – used by  
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the police, security professionals and the government – as well as a consumer benefit (for picking 
up people on a camera or as a means to password-protect a device).

Still evolving

While certainly commonplace, the technology behind facial recognition software is only just getting 
started – it has far from peaked.

For example, Microsoft is now using facial-recognition software for authentication in Windows 10, For example, Microsoft is now using facial-recognition software for authentication in Windows 10, 
Apple is reportedly looking at ways for iOS users to automatically share photos with ‘tagged’ friends, 
while both Facebook and Google have been using facial recognition for users to tag friends and find 
pictures of themselves respectively.

Elsewhere, professors in China claim to have created the world’s first facial recognition ATM, while 30 
churches around the world have been using the ‘Churchix’ software to find out who’s attending.

Meanwhile, researchers in Germany have been developing new facial recognition technology that Meanwhile, researchers in Germany have been developing new facial recognition technology that 
can work in the dark, a sign perhaps of the future of face recognition and that Tom Cruise’s 2002 film 
Minority Report may not have been so outlandish after all.

The situation today



Hacky  Shacky  IT  Magazine                                                18                                                                               August  2015

In recent years, facial recognition has predominantly been in operation at airports, on street corners 
and in other public areas. Its use here has been relatively simple: a video camera collects images, 
which are then fed to a video surveillance system that is monitored by a manual worker.

This worker then pulls an image of a certain individual from the feed, and attempts to match it against 
the people already on their existing database. Using a computer algorithm, the system 
attempts to identify someone by measuring certain features of their face, like the distance between 
their eyes or the width of their nose.

All that said, even to this daAll that said, even to this day, this process is far from simple or straightforward. A huge number of 
cameras still record pictures at a very low resolution, making identification almost impossible. 
Further, the video surveillance systems themselves have little tolerance for changes in light, facial 
expressions or images captured at different angles.

From 2D to 3D

However, there are some positive developments. In particular, the move from 2D to 3D image 
processing has helped improve identification.processing has helped improve identification. The images are now able to collect a huge amount of 
additional information on a sub-milliter (or microwave) basis, and on everything from bone structure 
to curves around the eye socket, nose and chin. This helps to build the face structure, and ultimately 
results in better, more accurate identification.

Crucially too, 3D modelling is less constrained by lighting or angles. Images can easily be converted 
from 3D to 2D where required, and without losing any key data or identifiers.

In the event of face recognition not working, a number of vendors are now also working on skin 
biometrics to further aid with identification.biometrics to further aid with identification. This sees a picture taken of a patch of skin, with the patch 
broken into smaller blocks so that it can be measured. The system can then distinguish any lines, 
pores and the actual skin texture.
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The software can reportedly identify differences between identical twins, which is not yet possible 
using facial recognition software alone, although there are also issues here on the use of 
eyeglasses and sunglasses, hair swept over the face, lighting and image resolution.

Facial recognition is, it seems, on an inevitable rise, but it does still face more than a few challenges. 
The technical difficulties will likely dissipate as more vendors work on face recognition technology, 
although identification effectiveness is a big conundrum – the BBC recently reported that UK police 
were only able to identify one person from 4,000 images taken of the London riots in 2011.

There is now too the question of privacThere is now too the question of privacy, security and data transparency. Wearable devices like 
Google Glass are seen as an invasion of privacy by some and there is a growing suspicion of what 
Google, Facebook, Twitter and others are collecting about their users.

A recent study from First Insight found that more than 75 per cent of US consumers would not shop 
at a store that use facial recognition technology for marketing purposes, and a similar study in the UK 
by RichRelevance found that most shoppers found in-store facial recognition to be “creepy”.
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Security experts say that this highlights the need for greater transparency over what data is 
collected, and how it is stored and secured. Additionally, initiatives like the Privacy Visor glasses, 
suggest that end-users could rebel against internet giants and their use of biometrics if this is not 
properly explained.

Others are also starting to look at from a legal point of vieOthers are also starting to look at from a legal point of view. Jennifer Lynch, an attorney for privacy 
rights group Electronic Frontier Foundation, recently told Bloomberg: “Face recognition data can be 
collected without a person’s knowledge. It’s very rare for a fingerprint to be collected without your 
knowledge.”

Whatever side of the fence you sit on, one thing is clear – the technology is here to stay. While there 
are many benefits, there are clear issues that need resolving. The debate over facial recognition 
software is set to continue.

Source : welivesecurity.com
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How Hackers Steal Data From Websites 

With millions of Americans’ personal information becoming 
compromised by recent high-profile data breaches, many people 
are wondering just how anonymous hackers target and infiltrate 
these supposedly secure systems. Here is a step-by-step 
explanation of how your data can be stolen:

Step 1: Hacker undergoes 18 to 25 years of bullying, social neglect, and bruised ego to gain sufficient chip 
on shoulder

Step 2: A target is selected that has personally wronged the hacker, like 700,000 customers of a major retail 
corporation

Step 3: Initial access gained by locating vulnerabilities in the system and exploiting those backdoors via root-
kit, a process that can only be fully explained with the utmost condescension

Step 4: Hacker sheepishly backtracks after realizing he ran script to enumerate VMware configurations like 
an idiot instead of the getcountermeasure.rb to detect third-party firewall processes
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Step 5: Once database is breached, frustrated culprit attempts to sort through incredibly 
disorganized mess office manager has made of the files

Step 6: Face hauntingly illuminated by glow of computer monitor smirks before saying,“Toasted”

Step 7: The triumphant hacker celebrates a successful attack by delightedly rolling around in pile of 
Social Security numbers

Step 8: China blamed

Step 9:Step 9: Hacker lies low for few months, begins six-figure job at data security firm

Source : .theonion.com
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Increase the Speed of your Android Device

Animation can actually make your device feel good but in long 
term if you see these animations conserve battery and even 
make your phone a little slower, if you are running a high end 
phone then these little difference won’t be noticeable but its 
there and on lower end phones you are going to face a lot of 
issues, so today I will show you how to disable the animations in 
android and make your device faster.

Disabling Animation Scale in Android to Make it Faster

Basically there are 3 types of animation scale options you can disable in android that’s is Window Animation 
Scale, Transition Animation Scale and Animator Duration Scale. So lets see how to disable all three and 
make your android pumped up.

1. On Android, Open the About Menu.
2. Now scroll down and press 3 times on Build Number to enable he Developer Options.
3. Now you will get those Developer Options.3. Now you will get those Developer Options.
4. Just open that and scroll that, until you find three options: Window Animation Scale, Transition Animation 
Scale and Animator Duration Scale.
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5. Now just press each of them and Turn them Off.
6. That’s it now restart your phone and see a boosted up phone.

Source : hackinguniversity.in
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Get a Free Domain Name  

How to Get Free Domain Name for an Year from Freenom

Freenom is another domain registration company that is running a promotion on providing you with free .ml, 
.ga, .cf, .tk or .gq domain name that you can use for any blog or static website.

Well these domains are low class domains, so choosing them for a long term website or blog idea would be 
foolish but still for the short term projects like doing campaign based blog where you just need to get the 
matter online to everyone could be a good idea and this could be done for free using these domain names.

1. 1. Visit the Freenom Page.
2. Now enter your name that you would like to register.
3. Now see if that name is available under different domains.
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4. ust select the one you like and then proceed to checkout option.
5. Sign-up for a free account to register that domain and setup that with your website.

You can check out this guide for migrating your .blogspot domain to a custom domain name, in case 
you wanna open up a blogspot blog. The guide is basically created for the Bigrock.in site but 
instructions would work fine for other sites too.

Source : hackinguniversity.in
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Automatically install all Kali linux tools: katoolin

Features

    Add Kali linux repositories
    Remove kali linux repositories
    Install Kali linux tools

 
Requirements

    Python 2.7    Python 2.7
    An operating system (tested on Ubuntu)
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Installation

    sudo su
    git clone https://github.com/LionSec/katoolin.git && cp katoolin/katoolin.py /usr/bin/katoolin
    chmod +x /usr/bin/katoolin
    sudo katoolin

 Usage

    Just select the number of a tool to install it    Just select the number of a tool to install it
    Press 0 to install all tools
    back : Go back
    gohome : Go to the main menu

                                              

Source : n0where.net
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Ashampoo Core Tuner 2 Software 100% Discount

Ashampoo Core Tuner 2 enables you to use the complete power of 
your processor in the best possible way, while it hardly uses up any 
resources itself thanks to driver technology. The optimization of single 
processes can take place fully-automatic or manually. Furthermore, the 
new Live Tuner accelerates the start of new applications by instantly 
assigning all available resources, while the system is already working 
to full capacity.

Advanced users can also easily create own profiles for individual Advanced users can also easily create own profiles for individual 
purposes, for example for playing computer games. With Ashampoo 
Core Tuner 2 you will quickly get a clear overview of the workload 
distribution of the whole system. In addition, the program offers detailed 
ratings and functions for adjustment of services and autostart entries.

Download Now!!

Source :dailysoftwaregiveaway.com

https://dailysoftwaregiveaway.com/checkout/
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Ashampoo Home Designer Pro Software Giveaway

Ashampoo Home Designer Pro is a professional 3D planning software with which you can plan and furnish a 
room, flat or even a whole house. For your project there is a wide range of elements as well as large 
catalogues with objects, materials and textures available.

Using this software you will not only build your dream home, but also easily design the whole property. 
Shape the terrain almost realistically with hills, slopes, swales etc. With the editor you can add a terrace, 
paths or (flower) beds. Catalogues with garden furniture and plants are also available for individual garden 
design.

Download Now!!

Source :dailysoftwaregiveaway.com

https://shop.ashampoo.com/10/?affiliate=32986&scope=checkout&cart=128655&coupon=XUU-L9D-6MN
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Backup4all Lite 5 Software 100% Discount

Backup4all lite 5 is an award-winning data backup software for Windows. This backup utility was designed to 
protect your valuable data from partial or total loss by automating backup tasks, password protecting and 
compressing it to save storage space. This backup application is feature rich and offers an intuitive interface 
making all features easily accessible for both beginners and professionals.
Using the wizard you can easily set up any backup configurations you wish. You can define powerful file 
filters and schedule your backups any way you want. Once a backup is performed, you can see what files filters and schedule your backups any way you want. Once a backup is performed, you can see what files 
changed since the last backup using the explorer-like tree view or you can read the statistics about the next 
backup execution.

Download Now!!

Source :dailysoftwaregiveaway.com

https://dailysoftwaregiveaway.com/checkout/
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Mcent Free Recharge of Rs.900 

Free recharge by downloading apps :

For this first of all Join and download app

For Android User : Download App

After successful Download, open and login to your account

Now the most important part :

Go to oGo to offers page and download listed apps one by one with default 
browser only, otherwise you will not get credits.

Download Quikr app for Rs.15 Talktime
Download Flipkart app for Rs.12 Talktime
Download Paytm app for Rs.11 Talktime
Download WPS Office app for Rs.7 Talktime
Download Speed Booster App for Rs.7 Talktime
Download GoLauncherDownload GoLauncher App for Rs.6 Talktime

http://mcent.com/
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Mcent Free Recharge by Participating on Contests 

You will find many offers and Contests from Leading shops like Amazon, OLX etc to win talktime of 
Rs 5000 every week.

 Also you can use your referral link to get Rs 40 – 300 / referral.

So what are you waiting for Join and download app now.

 Update: Now you can send your balance to other accounts / friends.

Source : promocodeclub.com
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10 things you can do to make Android 
more secure

Android is not only one of the most flexible platforms on the 
market, it is also one of the most widespread. The fact that so 
many people are using Android suggests that more people will 
be targeting those devices to get at your data. So it's crucial for 
you to practice safe Androiding. Otherwise, precious business 
data could be compromised.
Fear not.Fear not. There are several best practices and precautionary 
steps you can take to avoid a possible breach in mobile security. 
Here are 10 suggestions that will help ensure a more secure 
Android experience. 

1: Set up your lock screen
This should be a no-braineThis should be a no-brainer, but I'm always shocked to see how many Android users neglect to set this up. 
Anyone who uses a smartphone or tablet for business knows better than to leave their data out in the open 
for anyone to snag. But if you don't set a lock screen PIN/pattern/password, that's exactly what you're doing. 
This should be the first thing you configure after you've done the initial setup of your Android device. A word 
of warning: If you use a pattern for unlocking, always make sure you wipe your screen after usage. When 
you draw the pattern, you can leave behind a telltale smudge that gives the pattern away.

2: Never join an unsecure network
This also should not have to be said... but unfortunatelThis also should not have to be said... but unfortunately, it does. Never join an unsecure network. I would 
say, "This is especially true when doing business with your smartphone," but it should really be the general 
rule. Yes, you will often work in coffee shops and restaurants. But if you have to do so on a wireless 
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network with no password, do NOT transmit sensitive company data.

3: Set up phone storage encryption
This is mostly for those who are really paranoid about their data. You can encrypt the storage on your 
phone such that it will require an encryption password to even use the phone. This is much stronger 
than the standard lock screen password and is much harder to crack (because stored data is 
encrypted and can't be read unless it is decrypted).encrypted and can't be read unless it is decrypted). This will also require a lock screen password — 
so, in effect, you will have a two-step authentication to use your Android device.

4: Do not allow unknown sources for installation
You may find some third-party application you want to install that is not a part of the Google Play 
Store. In most cases, that's fine. But in that one instance that it isn't, you may well have compromised 
the security of your company data. It's not worth it unless you can trust that third-party app 100 per-
cent.

5: Install an anti-malware app
Android was recently hit by a rash of malware. Even though Google is working hard to fortify the 
vetting process on the Google Play Store — and even rolling protection into the operating system — 
it's always good to install and regularly use an anti-malware app. My app of choice is Malwarebytes. I 
always run a scan after installing an app (no matter from where the app was installed).  

6: Install and use the Secure Update Scanner
The Secure Update Scanner was created to avoid an unusual security risk (called a Pileup Flaw). 
Developers were creating apps that were innocuous on install and first use. But when the first update Developers were creating apps that were innocuous on install and first use. But when the first update 
hit, malware was added to the app. To avoid this, install and regularly run this tool. And run it prior to 
doing an update on any app or your operating system.

7: Read the permissions listing for apps
Never, ever, ever install an app without first reading the permissions listings. Why? If you're installing
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a game or a simple note-taking app (one that doesn't connect to a cloud service) and the 
permissions listing indicates that it needs access to your contacts, your phone, and your networking 
information, you may well be installing a malicious piece of software. Good security can easily start 
with a modicum of user action. It takes only a moment to read through the listings — and that moment 
can save you from a world of headaches (or data loss).

8: Set up a SIM card lock
Along the same lines as the encryption of your device, you can also set up a SIM card lock so that the Along the same lines as the encryption of your device, you can also set up a SIM card lock so that the 
only way the SIM card can be accessed is by entering a user-created PIN. You will have to enter your 
SIM card PIN every time you start (or restart) your phone. But if you are uber-worried about data loss, 
the added time required to enter the SIM card PIN is well worth the security.

9: Turn off Bluetooth and hotspot services when not in use
With Bluetooth and hotspot services running, other devices can see your phone.With Bluetooth and hotspot services running, other devices can see your phone. This means you can 
possibly be open for security breaches. Do not leave these services running when they aren't needed. 
Period. Not only are they a possible security issue, they run down your battery. So turn these two 
services on only when you need to call upon them.

10: Turn on location settings only as needed
If there is no reason why you should leave a breadcrumb trail of your whereabouts, turn off location 
settings. Though this may not be directly related to your device security, it could compromise your 
personal security (given the wrong circumstances), which could also lead to a data breach.personal security (given the wrong circumstances), which could also lead to a data breach. Turning off 
location services provides the added benefit of saving your battery and reduces unwanted data usage 
(from apps running in the background or remotely initiated by your mobile carrier).
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Safe Androiding

No matter your platform, you should never take security lightly. Your data — and your company's 
data — is important and valuable. If it falls into the wrong hands, it could unleash a nightmare. With 
just a few simple steps (and a couple that are not-so-simple), your Android device will fare 
exponentially better in the wild.

Source : .techrepublic.com
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Cloud security: 10 things you need to know

If we're talking about the cloud, we have to talk about security.
It seems that every time the cloud is brought up in the enterprise, 
the conversation to follow is focused on how secure, or not 
secure, it really is. Some would have you believe the cloud is 
safer than on-premise, while others contend that it is the least 
safe place you could store your data.
When thinking about cloud securitWhen thinking about cloud security, it's ultimately up to each in-
dividual organization and its leadership to determine if a cloud 
deployment is the right strategy. However, cloud adoption is 
growing overall, and it is important to consider how it affects the 
organization. 

Here are 10 things you need to know about cloud security.

1. The cloud security market is growing
According to the Research and Markets' Global Security Services Market 2015-2019 report, the market for 
security products and services is growing globally and demand for cloud-based security is leading the 
charge. In fact, the Cloud Security Market report by MarketsandMarkets predicts the market size at nearly $9 
billion by 2019. 

2. 43% of companies experienced a data breach last year2. 43% of companies experienced a data breach last year
In 2014, data breaches were all over the major news channels. Big brands like Target, Neiman Marcus, JP 
Morgan Chase, and Home Depot all announced that their data had been compromised. Toward the end of 
2014 a Ponemon Institute report claimed that 43% of companies had experienced a data breach
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within the past year, up 10% from the year before. Additionally, data breaches in South Korea 
compromised the credit card information of 40% of the population.

3. It's more than public vs private
One of the raging debates when it comes to cloud security is the level of security oOne of the raging debates when it comes to cloud security is the level of security offered by private 
and public clouds. While a private cloud strategy may initially offer more control over your data and 
easier compliance to HIPAA standards and PCI, it is not inherently more or less secure. True security 
has more to do with your overall cloud strategy and how you are using the technology. 

4. Cloud and security top IT initiatives in 2015
While the term "cloud security" wasn't explicitly mentioned, both "cloud" and "security" top the list of While the term "cloud security" wasn't explicitly mentioned, both "cloud" and "security" top the list of 
IT initiatives for executives in the 2015 Network World State of the Network report. Thirty six percent 
of IT executives ranked security as their no. 1 initiative, while 31% had the cloud leading their 
initiatives.

5. Storage is perceived as the riskiest cloud app
When most consumers think about the cloud, they are likely thinking about popular cloud storage and When most consumers think about the cloud, they are likely thinking about popular cloud storage and 
backup services. Cloud storage is important to the enterprise too, but it presents its own challenges. 
More than 50% of the respondents to the Cloud Usage: Risks and Opportunities Report from the 
Cloud Security Alliance listed storage as the most risky cloud application according to their 
organization's definition of risk. The second most risky set of applications were those dealing with 
finance or accounting. 

6. Your employees are your biggest threat
Outside hackers are what most people perceive as their biggest threat to securitOutside hackers are what most people perceive as their biggest threat to security, but employees 
pose an equal risk. The 2015 Data Breach Industry Forecast by Experian claims that employees 
caused almost 60% of security incidents last year. This is further compounded by employees working 
remotely or using their personal mobile device to access sensitive materials outside of the company 
network. 
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7. Controlling adoption is difficult
The rise of bring-your-own-device (BYOD) and bring-your-own-application (BYOA) trends means 
that many cloud services and tools are sneaking into organizations under the noses of IT leaders. 
Results of a survey conducted by The Register shows that 50% of respondents said the biggest 
challenge in regards to cloud services is getting the chance to assess security before a service is ad-
opted by users.

8. Many organizations don't have security policies
According to the Cloud Usage: Risks and Opportunities Report, 25.5% of respondents don't have 
security policies or procedures in place to deal with data security in the cloud. Also, 68.1% said they do 
have security policies in place, and the remaining 6.4% didn't know whether they do or do not have the 
proper policies in place. 

9. IoT presents a new risk to cloud security
Research firm Gartner predicts that the IoResearch firm Gartner predicts that the IoT market will grow to 26 billion units installed by 2020, bring-
ing with it a slew of security issues for organizations that are leveraging the technology. The Experian 
Data Breach Industry Forecast notes that the storage and processing of the data points collected by 
IoT devices will create more vulnerabilities, and we will likely see cyberattacks targeting the IoT.

10. The right tools aren't always used
Fortunately, there are quite a few ways in which enterprises can make their cloud initiative more 
secure. While these tools and services exist, they aren't always used the proper way, or even used at 
all. Sixty percent of respondents to The Register's cloud survey said they were using VPN connections, 
but only 34% said they were using cloud firewalls or encrypting data at rest. The numbers continued to 
drop in regards to other preventative measures until the bottom of the list where only 15% said they 
were using obfuscation or tokenization of sensitive data. 

Source : .techrepublic.com
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Bypass your Android security 
lock with your face

How many times do you have to enter your lock screen 
password/pin/pattern during the day to get into your Android 
smartphone? Ten? Twenty? Thirty? Wouldn't it be nice if you 
could simply look into that front-facing camera and have Android 
recognize you and unlock your device?

Oh wait, that's actually a thing! It's calledOh wait, that's actually a thing! It's called Trusted face, and it's 
quite simple to set up. In this pro tip, I'll show you how to take 
care of this, so you'll no longer have to enter that pass-
word/pin/pattern to get into your phone. 

If you're wondering how secure this is, consider the security pattern. If you're not careful, you'll leave a nice 
smudge on your device that perfectly draws your pattern—giving would-be ne'er-do-wells an opportunity to 
gain access to that data. With Trusted face, that doesn't happen. Truth be told, Trusted face is quite reliable.

With that said, let's set this up.

Trusted face is a component of Smart Lock, so you'll need Android 5.0 or greater. Here's how you set it up:

1. Open Settings
2. Tap Security | Smart Lock
3. Enter your security password/pin/pattern3. Enter your security password/pin/pattern
4. Tap Trusted face
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5. Tap SET UP
6. Tap NEXT
7. Line your face up with the dotted lines (Figure A)
8. Once Android indicates "Got it," tap NEXT
9. Tap OK

Setting up Trusted face on a Verizon-branded Nexus 6.

Now all you have to do to unlock your device is press the power button, Now all you have to do to unlock your device is press the power button, 
stare at your phone (until the tiny lock icon at the bottom switches from locked 
to unlocked), and then swipe up to dismiss notifications and get to your home 
screen. Don't worry, it's almost immediate... so, there's really no wait involved.

Note: If you find Trusted face not working reliably, you can go back into the 
setup process and then tap Improve face matching. This will give you a chance 
to have the system re-recognize your face. Make sure there's good lighting 
(not too dark and not too light) while you have Smart Lock capture your mug.(not too dark and not too light) while you have Smart Lock capture your mug.

Unlocking your phone has never been easier. With the help of Android 
Lollipop's Smart Lock system, you'll no longer have to enter that password 
throughout the day to gain access to your data. Just a quick glance with the 
only face you have is all that you need.

Source : .techrepublic.com
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Android Smart lock: Should you be using it?

A recent update to Android Lollipop added yet another Smart 
lock feature to the system. This new addition allows you to 
enable Smart lock for when your device is on body. In other 
words, when you've unlocked your device, and Android detects 
you're carrying said device, it will remain unlocked. At first blush, 
this seems like a really keen idea. You're carrying the Android 
smartphone, so why should it lock? It makes the daily grind of in 
and out of the device much easieand out of the device much easier.

 Similar to location-based Smart lock or even trusted devices-based Smart lock, "on body" Smart lock allows 
you to completely bypass your lock screen... effectively bypassing your first means of security on your 
device.

That's all fine and good, as long as Android knows, for sure, that you are the one carrying your device. What 
happens if an unlocked device is carried by another user? It remains unlocked and vulnerable.

Personally, I think this is not a good idea. Efficient? Yes. Secure? Not so much.

Don't get me wrong, I get where Google is going with this; they want to make the Android experience as 
user-friendly and easy as possible.user-friendly and easy as possible. That is a noble, but lofty, ambition... one that needs a bit more 
consideration.
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What's right with Smart lock?
No one truly wants to have to go through the process of entering their PIN/Pattern/Password 
throughout the day. With Smart lock, that annoyance is circumvented... as long as the conditions 
are met.
However, circumvention is the problem.

What's wrong with Smart lock?
The answer to this question is simple.The answer to this question is simple. Although the system works quite well, the margin of error is far 
too great. Consider this scenario:

    You have a trusted device (say a Bluetooth speaker) set up with your Android smartphone
    A person of questionable intent knows you've set this up
    The person in question walks away with both your phone and your speaker
    Said person now has access to your data

When making use of Smart lock, you circumvent the security of your device.When making use of Smart lock, you circumvent the security of your device. This makes it easier for 
anyone to get to your data. To that end, can anything be done to make this system not only improve 
the user experience but retain the necessary level of security?

Here's my suggestion... at least on a user level. If you want to use Smart lock to be able to gain quick 
and easy access to certain aspects of your device (such as the phone), but keep a modicum of 
security on other aspects (such as email, messages, etc), employ an app locker app (such as Ap-
pLock) to lock down the applications that require security.

Truth be told, anything that circumvents security on a mobile device shouldn't really be considered an 
option by most users, especially those that have sensitive data. But an even clearer truth is this—
users tend to be lazy and want the easiest route to success (even if only in the form of getting to their 
mobile apps). But when handing over ease of use brings a level of insecurity to a device, then that 
should be considered poor planning.
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 Don't get me wrong, I actually like the idea of Smart lock. In fact, on a couple of my Android 
devices, I use the system (location-based only). I believe Smart lock is something Google should 
continue to develop, but with a bit more concern for security. Maybe this means implementing a 
built-in app lock system that requires users (upon setting up smart lock) to lock down particular apps 
with an app password (at a minimum).

Even if you are obsessively careful with your device, life happens.Even if you are obsessively careful with your device, life happens. You could leave your phone behind, 
drop it out of your pocket... who knows. Because chaos is a part of the universe, you never know when 
it'll strike your Android device, and you'll be left scrambling to locate it before your data is breached. If 
you have Smart lock enabled, and the conditions are right, your data may as well be considered 
exposed.

Smart lock is something that can be used successfullSmart lock is something that can be used successfully, if used wisely. Security of your mobile data 
should always be at the front of your mind. Don't let ease of access cause you to fall victim to the loss 
of sensitive data.

Source : .techrepublic.com
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Ashley Madison Hackers 
(with another 300GB 

Over a month ago, a group of hackers breached the popular 
cheater's dating service Ashley Madison and its parent company 
Avid Life Media, affecting tens of Millions site customers private 
life and also dump the website's source code onto the dark web.

The hackers behind the Ashley Madison hack, who call 
themselves The Impact Team, leaked 10GB of its customers 
private data online, followed by another 20GB of company’s 
internal data. internal data. 

The second round of leak exposed a massive amount of e-mail from Ashley Madison parent company's Avid 
Life Media CEO Noel Biderman.

Now, the Impact Team also posted a third data dump.

Hackers Finally Break Their Silence

The hackers finally spoke out for the first time after the bombshell leaks.

In an interview with Motherboard, the hackers claimed to have 300GB of other data fromIn an interview with Motherboard, the hackers claimed to have 300GB of other data from Ashley Madison 
hack, which includes nude photographs and private, explicit chats between members. However, the Impact 
Team said it would not release naked or explicit photos of Ashley Madison customers, but did not rule out 
making public private chats, and other photographs posted through the adultery website.
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 Large Trove of  Data

The Impact Team claims to have a lot more data from Ashley Madison's servers:

   300GB of employee emails and docs from internal network
   Tens of thousands of Ashley Madison customers pictures
   Ashley Madison users' chats and messages
   1/3 of pictures are "Dick Pictures"
   Other data includes employee e-mails and documents   Other data includes employee e-mails and documents

According to Motherboard, the hackers sound legit, as they replied with a message signed with the 
same PGP key used in the Ashley Madison data dumps.

The Impact Team - "Nobody was Watching. No Security"

When asked about the cheaters website security, the team said, "Nobody was watching. No secu-
rity" when it broke into Ashley Madison's servers repeatedly over the past few years. One hacker 
said, "[We] got in and found nothing to bypass."

The team of hackers had threatened to publish names, nude photos and sexual fantasies of its 
customers unless Avid Media closed down the site. 

"They make $100,000,000 in fraud a year," said the Impact Team. "Not very 
surprised they didn't shut down. Maybe lawyers can shut them down now. 
They sound like politicians, cannot stop lying."
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Security experts said data dumps released by the Impact Team appeared to be genuine.

One of the  release included customer information belonging to U.S. government officials, British 
civil servants and high-level executives at European and North America corporations.

Meanwhile a heartbroken wife whose husband was appeared as a Ashley Madison customer has 
started the first divorce proceedings.

Representatives of Avid Life Media could not immediately be reached for comment.

Source : thehackernews.com
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Lenovo Caught Using Rootkit to Secretly 
Install Unremovable Software

Two years ago Chinese firm Lenovo got banned from supplying 
equipment for networks of the intelligence and defense services 
various countries due to hacking and spying concerns.
Earlier this year, Lenovo was caught red-handed for selling 
laptops pre-installed with Superfish malware.

One of the most popular Chinese computer manufacturers One of the most popular Chinese computer manufacturers 
‘Lenovo’ has been caught once again using a hidden Windows 
feature to preinstall unwanted and unremovable rootkit software 
on certain Lenovo laptop and desktop systems it sells.

The feature is known as "Lenovo Service Engine" (LSE) – a piece of code presents into the firmware on the 
computer's motherboard. 

If Windows is installed, the LSE automatically downloads and installs Lenovo's own software during boot 
time before the Microsoft operating system is launched, overwriting Windows operating system files.

More worrisome part of the feature is that it injects software that updates drivers, firmware, and other pre-in-
stalled apps onto Windows machine – even if you wiped the system clean.

So even if you uninstall or delete the Lenovo's own software programs, the LSE hidden in the firmware will 
automatically bring them back as soon as you power-on or reboot your machine.
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Users at a number of online forums are criticizing Lenovo for this move and suspecting that the 
Chinese computer maker has installed a "bootkit" that survives a full system wipe-and-reinstall.

The issue was first discovered and reported by users back in May when using new Lenovo laptops 
but was widely reported Tuesday.

What these Unwanted Program Does?

For Desktops:
In case of desktops, Lenovo's own description states that the software doesn't send any personally In case of desktops, Lenovo's own description states that the software doesn't send any personally 
identifying information, but sends some basic information, including the system model, date, 
region, and system ID, to a Lenovo server. 

Moreover, the company claims that this process is done only one-time, sending the information to 
its server only when a machine first connects to the Internet.

For Laptops:
HoweveHowever, in case of Laptops, the software does rather more. LSE installs a software program 
called OneKey Optimizer (OKO) that bundles on many Lenovo laptops. 

“According to the company, the OKO software is used for enhancing computer 
performance by "updating the firmware, drivers, and pre-installed apps" as well as 
"scanning junk files and find factors that influence system performance."
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OneKey Optimizer falls under the category of "crapware". The worst part is that both LSE as well 
as OKO appears to be insecure. 
Back in April, security researcher Roel Schouwenberg reported some security issues, including 
buffer overflows and insecure network connections, to Lenovo and Microsoft.

This forced Lenovo to stop including LSE on its new systems that built since June. The company 
has also provided firmware updates for vulnerable laptops and issued instructions to disable the 
option on affected machines and clean up the LSE files.

Among others, many Flex andAmong others, many Flex and Yoga machines running an operating system including Windows 7, 
Windows 8, and Windows 8.1 are affected by this issue. You can see the full list of affected 
notebooks and desktops on Lenovo's website.

Lenovo has since released an official statement, which notes that the systems made from June 
onwards have BIOS firmware that eliminates the issue, and it's no longer installing Lenovo Service 
Engine on PCs. 

Expert way! How to Remove Lenovo Service Engine (Rootkit)

In order to remove LSE from your aIn order to remove LSE from your affected machines, you have to do it manually. Follow these 
simple steps in order to do so:

1. Know your System Type (whether it’s a 32-bit or 64-bit version of Windows)
2. Browse to the Lenovo Security Advisory, and select the link for your specific Lenovo machine.
3. Click the "Date" button for the most recent update.
4. Search for "Lenovo LSE Windows Disabler Tool" and Click the download icon next to the 
    version that matches your version of Windows.
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5. Open the program once it downloads. It will remove the LSE software.

Source : thehackernews.com
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Official Name of Android M is 'Marshmallow'

Android M will be Muffin?, or Mango shake?, Milkshake?, Malt 
ball?, Moon Pie?, Macaroon?, or is it Mars?, Marshmallow?"...
…this was the guessing game that occupied most of us when 
Google created a suspense three months ago, at the launch of 
the Android M Developer Preview at Google I/O in May.

Much awaitedMuch awaited Android M is named as 'Marshmallow'; it is the 
thirteenth Google's Android operating system. Google revealed 
the 'Marshmallow' by following its ritual of keeping the statue of 

Android robot with a Marshmallow in his hand.

Google has maintained its tradition of naming the dominant mobile Android operating system by the names 
of sugary delights, starting from :

   Cupcake
   Donut
   Eclair
   Froyo   Froyo
   Gingerbread
   Honeycomb
   Ice Cream Sandwich
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   Jelly Bean
   KitKat
   Lollipop

Official Android 6.0 SDK Available for Download

After the final Developer Preview, the official Android 6.0 Software Developer Toolkit (SDK) is now 
available for download from the Android Studio.

With this Google also opened the gates of Google Play for publishing apps that target the newWith this Google also opened the gates of Google Play for publishing apps that target the new API 
level 23 in Android Marshmallow. Developers aiming to develop or update applications for Android 
can now download the software development kit.

 What Makes Android Marshmallow more Secure than old Android Versions

   Strong Security Mechanism and APIs
   Support for Fingerprint Sensors
   Includes Power Saving Mode called Doze
   Rationalized Permission Model   Rationalized Permission Model
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Marshmallow defines the Android operating system in a new way altogether, as it comes with 
strong security mechanisms and Application Programming Interfaces (APIs), absolutely one of its 
kind.

It includes native support for fingerprint sensors, allowing the authentication method to be used for 
Google Play Store and Android Pay services, thus increasing the security of the device.

There's also an API that helps developers make use of fingerprint sensors to build their apps.
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he Previous Android version 5.1.1 Lollipop had some security and issues, therefore the current 
Android version 6.0 will provide with an updated power-saving mode called 'Doze' capable of 
reducing background activity when the mobile device is not being held.

Marshmallow also rationalizes the "Permissions model" for users to install and upgrade apps.

Many of us might not be paying any attention to the app permissions while installing an app. 
However, with Android Marshmallow, you may want to check what it used to be.

Users when installing or upgrading apps need not grant any permissions. Instead, an app requests Users when installing or upgrading apps need not grant any permissions. Instead, an app requests 
permissions from the user as and when it needs them.

Android Marshmallow streamlines the app install and update process. By increasing user flexibility, 
Marshmallow makes sure that an app behaves as expected even after disabling a specific app 
permission.  

If anIf an Android app supports the new permission model, it can still be installed and run on smart-
phone devices running older versions of Android operating system using the old permissions 
model on those devices.

     "The Android emulator system images and developer preview system images 
      have been upgraded for supported Nexus devices [which include Nexus 5, 
      Nexus 6, Nexus 9 & Nexus Player] to help with your testing," reads the official 
       Android blog.

    "Although the Android 6.0 SDK is final, the devices system images are still 
     developer preview versions. The preview images are near final, but they are not 
     intended for common use.”     intended for common use.”
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For the consumers to experience the taste of Marshmallow, they have to wait till its availability in 
the Q3 2015.

Source : thehackernews.com
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Multiple Flaws Exposed in Pocket Add-on 
for Firefox

Server-side Vulnerabilities have been reported by a security re-
searcher in the popular Pocket add-on that comes attached with 
the Firefox browser.

The security flaws could have allowed hackers to exfiltrate data 
from the company’s servers as well as populate reading lists with 
malicious links.

The Pocket button in the Firefox browser allows you to save 
links, videos, web pages, or articles to your Pocket account

with just a click, making it easier for you to read them later, usually offline.

However, the vulnerabilities discovered by security researcher Clint Ruoho was such that it could allow hack-
ers to get an unrestricted root access to the server hosting the application, the researcher wrote in his blog 
post.

For this to be done, a hacker only needs:
    
1. A browser
2. The Pocket Mobile app
3. Access to an Amazon EC2 Server which costs 2 cents an hour
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The researcher, with the goal of exploiting the service's main functionality, was able to add a 
server internal address in the 'Read it Later' user list.

This could give an attacker access to the following sensitive server information:

1. IAM credentials
2. The server's internal IP address
3. Network type
4. The SSH Private Key that is being needed to connect without password

With the help of this information, it would be possible to gain unrestricted access, allowing hackers With the help of this information, it would be possible to gain unrestricted access, allowing hackers 
to read every file on the filesystem with root-level privileges on the back-end server.

Ruoho reported Read It Later, which owns Pocket, about the vulnerabilities he found and asked for 
a patch.

In response to the issues, the company issued a quick remediation and asked Ruoho to delay his 
full exposure of the vulnerabilities report by 21 days.

Source : thehackernews.com
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Windows 10 Doesn't Stop Spying You, 
Even After Disabling Its Creepy Features

In our previous articles, we raised concern about Windows 10 
privacy issues, including its controversial Wi-Fi Sense feature. 
Also, to cope up with these issues, I provided you a one-click 
solution to fix all privacy compromising features that allow 
Microsoft to track users.

But unfortunatelBut unfortunately, all those efforts got wasted because Microsoft 
still tracks you, even after you harden your Windows 10 privacy 
to an extreme level by disabling all privacy-infringing settings.

 Windows 10 features, including Cortana and Bing search, continue communicating with Microsoft's servers    
 and sending it data, even after you turned the features off.

A Technical Analysis done by Ars showed that even when you tell Microsoft to not to make any Internet-relat-
ed inquiries by changing various privacy settings, it appears that Windows 10 still communicate with the 
software giant's servers for different information.
 
Cortana is Cheating on You

With Cortana and searching the Web from the Start menu turned off, a request to www.bing.com is still made 
for a file called threshold.appcache that contains some Cortana information, whenever a user opens Start 
and start typing.
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The operating system's voice assistant Cortana sends information containing user's identifying 
computer ID that persists across reboots. This allows Microsoft to distinguish between the Cortana 
requests from different computers.

The worrisome part is that Cortana sends this data even though she is disabled.

Windows 10 Sends your Data via Unencrypted Channel

Moreover, it also appears that Microsoft keeps on sending data to its servers via its Live Tiles in 
the Start menu. Even if users clear all the Tiles, Windows 10 re-install new tile info from Microsoft.

HoweveHowever, Windows 10 do so using unencrypted HTTP connections, potentially leaving users open 
to malicious actors who could intercept the traffic between users and the company, which is more 
troublesome.

In response to the latest report, Microsoft said that all communications between a Windows 10 
machine and Microsoft are only to make the retrieval of updates easier.

“As part of delivering Windows 10 as a service, updates may be offered to 
provide ongoing new features to Bing searches, such as new visual layouts, 
styles and search code," Microsoft said.”
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Microsoft further added that "no query or search usage data" is sent to the company, in 
accordance with the user’s selected privacy settings, and the same applied to searching offline 
for apps, files and settings on the device.

Source : thehackernews.com
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