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6 Possible Signs Your Cell Phone May Be Tapped

• Is My Cell Phone Tapped?

There are a lot of reasons someone might want to listen in on your phone calls. Whether it’s a nosy boss, 
an angry spouse, a thief, or just some prankster, your privacy can be invaded through your cell phone. If 
your phone is tapped, it would even be possible for someone to listen to your conversations through your 
phone, even if you’re not on it.

This list is a few simple ways to check for a possible cell phone tap.This list is a few simple ways to check for a possible cell phone tap. These aren’t fool-proof by any 
means, so you should always be careful while using your phone. I will also list some steps you can follow 
to maintain your privacy.

We all have them. Cell phones have grown to become an extension of our lives. 
When’s the last time you left the house without your cell phone? Chances are it 
was an accident. It is no secret that we use our cell phones way too much. We 
have become too dependent on these devices and their capabilities.
I’m not trying to scare you, but do you know how easy it is to tap one of 
these phones? That is to say, if someone wanted to, they could listen in on 
your conversations, read your messages, and yes, even monitor your loca-
tion through GPS. Privacy is a growing concern with today’s technology, es-
pecially with how we communicate.

Tapping someone’s phone without their permission is illegal but it still happens anyway, usually without the 
owner’s knowledge. It’s not likely to happen to you, but in case you have your suspicions, here are some 
simple tips you can follow to tell if your cell phone is being tapped.
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• Your Battery Temperature

One indicator of a possible phone tap is the temperature of your batterOne indicator of a possible phone tap is the temperature of your battery. 
Feel your cell phone if you haven’t used it for a while. If it feels warm, this 
means your phone could be still in use, even if you are not on a call.  
Please note however that heat may be from overuse. Your battery being 
hot is only a potential sign if your phone has been powered down for a 
while.

• Phone Not Staying Charged

Having to charge your cell phone more often than normal is another Having to charge your cell phone more often than normal is another 
potential sign. If you haven’t used it any more than usual, your phone 
could be in use when you aren’t using it. When a cell phone is tapped it 
loses its battery life faster. A tapped cell phone is constantly recording 
conversations in the room, even when the phone appears to be idle.

You can use an app like BatteryLife LX or Battery LED (iPhone) to monitor 
your phone’s battery life and history over time.

[Note][Note]: Cell phone batteries tend to lose the ability to stay charged over 
time. If you’ve had your phone for over a year, your battery may be going 
bad due to overuse and constant charging over time.
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• Delay in Shutting Down

When shutting down your phone, if you face issues such as a delaWhen shutting down your phone, if you face issues such as a delay, the 
back light remaining lit for a time after being shut down, or refusal to shut 
off, your phone could be tapped. Always be aware of inexplicable activity 
on your phone. Since phones are made up of hardware and software, 
however, this could also be caused due to a glitch in the system or some 
kind of internal problem as well.

• More Strange Activity

While turned on, does your phone ever light up, shut down, power up, or While turned on, does your phone ever light up, shut down, power up, or 
install a program on its own? Strange activity such as this could also be a 
sign of someone else controlling your device. Note that this can also 
happen due to interference during the transmission of data.

• Background Noise

When on a call, a tapped phone will often include background noises. When on a call, a tapped phone will often include background noises. 
Usually in the form of echoes, static, or clicking, these sounds can either 
be caused by interference, a bad connection, or someone else listening 
in. If you ever hear a pulsating static noise coming from your phone when 
you are not using it, however, you may have a problem.
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• Distortion

• Engage in Disinformation

If you suspect your phone conversations are being recorded or tapped by someone you know, you can 
engage in disinformation to confirm this. Tell someone you trust some “personal” information about yourself 
on your cell phone. If you find out later that others know the information then you know someone may have 
been listening.

• Get Assistance

If you have reason to believe your cell phone is tapped, take it to your cell phone carrier for assistance.If you have reason to believe your cell phone is tapped, take it to your cell phone carrier for assistance. The 
police are also an option as they have equipment that can test your phone for a bug, but you should only go 
this route if you are fairly certain of a phone tap.

If you are using your cell phone in close proximity to other 
electronic devices, like a television, and the other devices become 
distorted, this could be a sign that additional hardware is installed 
in the cell phone. A lot of times this distortion is normal, but if it is 
happening while you’re not on a call it could be something to 
watch for.
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• Conclusion

I would like to restate that the chances of your phone is actually bugged are very slim. A lot of the 
phenomena I’ve mentioned here can be explained by phone overuse, bad connections, or interfer-
ence, but they are signs to look for if you are worried. If you’re a good Samaritan, the chances are 
good that your phone is clean.

If you want to be safe, you should lock your phone with a password and keep it around you at all 
times. When you aren’t using it, you can remove the battery to ensure that no one can listen in. No 
matter what is done to a phone, removing the battery will protect you.

Source: Steve Campbell
Makeuseof.com
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How to Detect if Someone's Stealing Your WiFi

It may be hard to imagine, but just a mere 20 years ago, the Internet was 
nothing more than a novelty -- a way for incredibly smart college 
professors and researchers to share information, and for a few people to 
network across the newly developed World Wide Web. E-mail was 
nothing like it is today. The primitive e-mail systems found at universities 
or even through accounts offered with the first Internet service providers 
(ISPs) such as Prodigy and America Online were often difficult to use.

Fast forward to the 2010s and things have changed significantly. Where wired Internet once kept us teth-
ered to a desk, today's laptops and mobile devices give us access to friends and endless entertainment 
practically anywhere via WiFi, 3G and 4G technologies.

While we use 3G and 4G data on our smartphones as we're out and about in the world, WiFi still domi-
nates in the home. And in coffee shops. And libraries. And airports. Thanks to the ubiquity of wireless 
routers and hotspots, just about any plain old wired Internet connection -- faster and cheaper and without 
the limiting bandwidth caps of cellular data -- can be turned into a convenient WiFi zone.

Whether we install them ourselves or get them from our Internet providers, most of us have WiFi routers 
in our homes these days. That can cause a couple of problems: When wireless signals are operating on 
the same frequency, they can cause interference, especially if you're living in an apartment building. And 
without the proper security, someone could easily hop onto your wireless network.
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Chances are you're reading this article because you suspect someone is piggybacking or using 
your WiFi without your permission. When wireless squatters steal your WiFi, they eat up your 
bandwidth. In extreme cases, they may even steal information off your computer or infect 
machines on your network with a virus. But fear not: It's easy to fight back. Let's start with a 
basic overview of managing a wireless network, which is the first step towards keeping your 
WiFi setup nice and secure.

• Understanding Your WiFi Network

Before you can detect if someone is ripping off your wireless Internet connection, it's important to 
understand some basic computer networking lingo. For more information on how to set up a wireless 
network, take a look at How WiFi Works. Now, let's look at a few of the areas in a wireless network that will 
give you a baseline for determining if your WiFi signal is being sapped unexpectedly.

AA wireless network is comprised of a broadband Internet connection from a DSL, cable or satellite modem. 
You attach the modem to the wireless router, which distributes the signal and creates a network.

This is what's called a local area network (LAN). This LAN is where you set up 
computer peripherals such as your desktop or laptop computer and printer. 
Your router will have what's called a dynamic host client protocol (DHCP) table.
In essence, your DHCP table is your guest list of every allowed piece
 of computing equipment.
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Each device has its own media access control(MAC) address. Think of this as its signature. Your 
router uses these addresses to assign each machine on your network an Internet protocol (IP) ad-
dress. The MAC and IP addresses of your equipment will be useful in a moment when we look at 
ways to detect whether or not someone is stealing your WiFi. For a more in-depth understanding of 
IP addresses, read What is an IP address?

There are also a couple of important terms related to WiFi that you should know. A service set 
identifier (SSID) is the name that identifies a wireless network. By default, this will probably be the 
name of your router -- Netgear or ASUS or something similar -- but you can have fun by changing it 
to something more personal or creative, like Abraham Linksys. Today's most commonly used WiFi 
speed, 802.11n, is capable of up to 600 megabit per second data transfers. 802.11ac is the next 
standard, which will allow for wireless speeds of over one gigabit per second. 2.4GHz and 5GHz are 
two different wireless frequencies used in wireless routers.

If you're confused by some of this computer rhetoric, don't be. What's important is that you know If you're confused by some of this computer rhetoric, don't be. What's important is that you know 
what to look for when we get ready to diagnose your WiFi connection. Speaking of which, let's get to 
it in the next section. After all, that's what you came here for.
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• Setting up a Secure Network

Okay, it's time to get down to it. Is your wireless network running slowly? Do 
you have intermittent losses in Internet access and you can't figure out why? 
First, take a breath. In all likelihood, no one is stealing your Internet. Tons of 
things could cause a slow connection. Your Internet service provider might 
be having issues or is overloaded with traffic. Your WiFi router might be 
experiencing interference from other electronics, or simply be having trouble experiencing interference from other electronics, or simply be having trouble 
penetrating the walls and furniture of your home to get a wireless signal to 
your computer.

There's only one thing you need to prevent 99.9 percent of wireless squatters from using your Internet 
connection: a password.

The most basic element of wireless The most basic element of wireless security is an encryption protocol such as WPA2, or WiFi Protected 
Access. Older standards like WEP and the first generation of WPA have been phased out for the more 
secure WPA2. You don't need to know anything about how the encryption works -- you just need to set up 
WPA2 security on you wireless router and set a password for the network. Make it something you can re-
member that's not easy for others to guess (please don't use "password" or "12345!") and you'll be well on 
your way to security.

So how do you do all of that? Well, that varies by the type of router you have, but most WiFi routers are 
accessible from a connected device via the address http://192.168.1.1 in a Web browser. Logging in is usu-
ally easy, too, as most router manufacturers use a simple pair of words like "root" and "admin" for the 
device's login and password (you should be able to find this information in the manual). That will take you to 
a management tool where you can change all kinds of settings, including your wireless security.
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That tip might set off a little security alert in the back of your head. "Wait, a minute," you think. "If 
most routers use the same local address and login/password, couldn't anyone get in there and 
mess with my security settings?" Well ... yes! Without a password, your wireless network is open 
for anyone to hop on. But a password isn't quite all you need to be totally secure. You should also 
change the router's login information to something aside from the usual "admin." That will keep 
virtually everyone from messing with your router -- but let's take a look at how to detect a WiFi 
leach, just in case.

Detecting Wireless Piggybacking

With WWith WPA2 security enabled, it's unlikely anyone will ever piggyback on your network. But there's an easy 
way to spot squatters: Since every device connected to your network has a unique IP address and MAC 
address, you can easily see a list of connected devices -- often listed as "clients" -- on one of the settings 
pages for your wireless router. Many devices broadcast an ID because they've been named by their 
owners, so if you see "John's Laptop" connected to your network and you don't have a John in the house, 
you've found trouble! Even if a device doesn't show a name in the router's client list, you can count the 
number of devices connected and compare to the number of devices you know should be there to see if number of devices connected and compare to the number of devices you know should be there to see if 
the numbers are off.
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Want to make absolutely sure no one's going to figure out your password and worm their way onto your 
network? You have a few options. Your router can hide its SSID, meaning it won't show up for anyone 
searching for connectable networks. The address will have to be entered manually. You can also set up a 
wireless MAC filter to "whitelist" devices you own, disabling access for anyone else. Of course, this makes 
it a bit tougher for welcome guests, such as friends, to get online at your house.

Internet monitoring software is also an option. For example, free utilityInternet monitoring software is also an option. For example, free utility AirSnare will alert you when unfa-
miliar MAC addresses log onto your network. But with a secure connection, you shouldn't have to worry 
about that. The truth is, WiFi is not a precious commodity like it once was. You can get it at practically any 
coffee shop. Millions of us carry around smartphones with always-on data connections. To some degree, 
that makes WiFi access a faster, cheaper option of Internet access, but it's not always the most 
convenient one.

Use a better password. The longer and harder to guess, the safer your network will be, With a strong 
password, you shouldn't ever have to worry about keeping tabs on who connects to your network. 
Piggybackers will have to find someone else to mooch off of.

Source :  Josh Briggs and Wesley Fenlon
Howstuffworks.com  
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Top 8 Most Expensive Smartphones In India

Smartphone market is booming since last few years. There are big brands available in the market 
which require to spend quite handful of money. There are other brands who get their job done at 
least price possible. Keeping our focus on money is difficult. Regular players like Samsung, Apple 
require you to shell out a lot of money to buy the smartphones. There are still other unheard 
companies that have range of smartphones that will burn a hole in your pocket. Today we have listed 
top 8 smartphones that are considered as most expensive phones in the world.

1. Vertu Aster Luxury

11.93-cm (4.7-inch) full HD display
2.3 GHz quad core Snapdragon 801 processor, 2GB RAM
13 MP of primary camera, 2 MP front facing camera
64 GB internal storage
4G LTE, Bluetooth 4.0, NFC, WiFi
Android v4.4 KitKatAndroid v4.4 KitKat
2275mAh battery (Qi wireless charging enabled)
Price – Rs 4,75,000/-
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2. Samsung Galaxy S6

12.95-cm (5.1-inch) 1440p Super AMOLED Display
Exynos 7420 2.1/1.5GHz A57/A53, 3 GB RAM
4G LTE, Bluetooth 4.0, NFC, WiFi, DLNA
16 MP of primary camera, 5 MP front facing camera
128 GB NAND internal storage
Android v5.0 LollipopAndroid v5.0 Lollipop
2600 mAh Li-ion battery
Price – Rs 49,900/-

3. Apple iPhone 6

11.93-cm (4.7-inch) full HD display
8 MP primary camera, 1.2 MP secondary camera
3G, WiFi, Bluetooth, DLNA
iOS v8iOS v8
Non-removable Li-Po 1810 mAh battery
Price – Rs 61,499/-

4. Samsung Galaxy S6 Edge

12.95-cm (5.1-inch) 1440p Super AMOLED Display
Exynos 7420 2.1/1.5GHz A57/A53, 3 GB RAM
4G LTE, Bluetooth 4.0, NFC, WiFi, DLNA
16 M16 MP of primary camera, 5 MP front facing camera
128 GB NAND internal storage
Android v5.0 Lollipop
2600 mAh Li-ion battery
Price – Rs 58,900/-
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5. Motorola Moto Turbo

13.20-cm (5.2-inch) 1440p Super AMOLED Display
2.7GHz quad-core Qualcomm Snapdragon 805 (APQ8084) 
processor, 3GB RAM
4G LTE, Bluetooth 4.0, NFC, WiFi, DLNA
21 MP of primary camera, 2 MP front facing camera
64 GB internal storage64 GB internal storage
Android v5.0 Lollipop
3900 mAh Li-ion battery
Price – Rs 41,999/-

6. Google Nexus 6

15.24-cm (6-inch) QHD AMOLED Display
2.7GHz quad-core Qualcomm Snapdragon 805 processor, 
3GB RAM3GB RAM
4G LTE, Bluetooth 4.0, NFC, WiFi, DLNA
13 MP of primary camera, 2 MP front facing camera
32 GB internal storage
Android v5.0 Lollipop
3220 mAh Li-ion battery
Price – Rs 43,999/-
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7. Samsung Galaxy Note 4

14.20-cm (5.6-inch) Super AMOLED Quad HD Display
2.7GHz quad-core processor, 3GB RAM
4G LTE, Bluetooth 4.0, NFC, WiFi, DLNA
16 MP of primary camera, 3.7 MP front facing camera
32 GB internal storage, microSD support
Android v5.0 LollipopAndroid v5.0 Lollipop
3220 mAh Li-ion battery
Price – Rs 58,300/-

8. Samsung Galaxy Note Edge

14.20-cm (5.6-inch) Super AMOLED Quad HD Display
2.7GHz quad-core processor, 3GB RAM
4G LTE, Bluetooth 4.0, NFC, WiFi, DLNA
16 M16 MP of primary camera, 3.7 MP front facing camera
32 GB internal storage, microSD support
Android v4.4 KitKat
3000 mAh Li-ion battery
Price – Rs 56,350/- 

Source : Efytimes.com
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How Cloud Computing Works?
Let's say you're an executive at a large corporation. 
Your particular responsibilities include making sure that 
all of your employees have the right hardware and 
software they need to do their jobs. Buying 
computers for everyone isn't enough - you also have to 
purchase software or software licenses to give 
employees the tools they require. Whenever you have employees the tools they require. Whenever you have 
a new hire, you have to buy more software or make 
sure your current software license allows another user. 
It's so stressful that you find it difficult to go to sleep on 
your huge pile of money every night.

Soon, there may be an alternative for executives like Soon, there may be an alternative for executives like 
you. Instead of installing a suite of software for each 
computer, you'd only have to load one application. 
That application would allow workers to log into a 
Web-based service which hosts all the programs the 

In a cloud computing system, there's a significant workload shift. Local computers no longer have to do all 
the heavy lifting when it comes to running applications. The network of computers that make up the cloud 
handles them instead. Hardware and software demands on the user's side decrease. The only thing the 
user's computer needs to be able to run is the cloud computing system's interface software, which can be 
as simple as a Web browser, and the cloud's network takes care of the rest.

user would need for his or her job. Remote machines owned by another company would run everything from 
e-mail to word processing to complex data analysis programs. It's called cloud computing, and it could 
change the entire computer industry.
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There's a good chance you've already used some 
form of cloud computing. If you have an e-mail 
account with a Web-based e-mail service like 
Hotmail, Yahoo! Mail or Gmail, then you've had 
some experience with cloud computing. Instead of 
running an e-mail program on your computer, you 
log in to a Web e-mail account remotely. The 
software and storage for your account doesn't exist software and storage for your account doesn't exist 
on your computer -- it's on the service's computer 
cloud.

Cloud Computing Architecture

When talking about a cloud computing system, it's helpful to divide it into two sections: the front end and the 
back end. They connect to each other through a network, usually the Internet. The front end is the side the 
computer user, or client, sees. The back end is the "cloud" section of the system.

The front end includes the client's computer (or computer network) and the application required to access The front end includes the client's computer (or computer network) and the application required to access 
the cloud computing system. Not all cloud computing systems have the same user interface. Services like 
Web-based e-mail programs leverage existing Web browsers like Internet Explorer or Firefox. Other sys-
tems have unique applications that provide network access to clients.
On the back end of the system are the various computers, servers and data storage systems that create 
the "cloud" of computing services. In theory, a cloud computing system could include practically any com-
puter program you can imagine, from data processing to video games. Usually, each application will have 
its own dedicated server.



Hacky  Shacky  IT  Magazine                                        21                                                                                  May  2015

A central server administers the system, monitoring traffic and client demands to ensure everything
runs smoothlruns smoothly. It follows a set of rules called protocols and uses a special kind of software called middleware. 
Middleware allows networked computers to communicate with each other. Most of the time, servers don't run 
at full capacity. That means there's unused processing power going to waste. It's possible to fool a physical 
server into thinking it's actually multiple servers, each running with its own independent operating system. 
The technique is called server virtualization. By maximizing the output of individual servers, server virtualiza-
tion reduces the need for more physical machines.

If a cloud computing company has a lot of clients, there's likely to be a high demand for a lot of storage 
space. Some companies require hundreds of digital storage devices. Cloud computing systems need at least 
twice the number of storage devices it requires to keep all its clients' information stored. That's because 
these devices, like all computers, occasionally break down. A cloud computing system must make a copy of 
all its clients' information and store it on other devices. The copies enable the central server to access 
backup machines to retrieve data that otherwise would be unreachable. Making copies of data as a backup is 
called redundancy.
What are some of the applications of cloud computing? What are some of the applications of cloud computing? 
 
• Cloud Computing Applications

The applications of cloud computing are practically limitless. With the right middleware, a cloud computing 
system could execute all the programs a normal computer could run. Potentially, everything from generic 
word processing software to customized computer programs designed for a specific company could work on 
a cloud computing system.

Why would anyone want to rely on another computer system to run programs and store data? Here are just a Why would anyone want to rely on another computer system to run programs and store data? Here are just a 
few reasons:
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• Clients would be able to access their applications and data from anywhere at any time. They 
could access the cloud computing system using any computer linked to the Internet. Data wouldn't 
be confined to a hard drive on one user's computer or even a corporation's internal network.

• It could bring hardware costs down. Cloud computing systems would reduce the need for advanced 
hardware on the client side.hardware on the client side. You wouldn't need to buy the fastest computer with the most memory, because 
the cloud system would take care of those needs for you. Instead, you could buy an inexpensive computer 
terminal. The terminal could include a monitor, input devices like a keyboard and mouse and just enough 
processing power to run the middleware necessary to connect to the cloud system. You wouldn't need a 
large hard drive because you'd store all your information on a remote computer.
    
• • Corporations that rely on computers have to make sure they have the right software in place to achieve 
goals. Cloud computing systems give these organizations company-wide access to computer applications. 
The companies don't have to buy a set of software or software licenses for every employee. Instead, the 
company could pay a metered fee to a cloud computing company.
    
• • Servers and digital storage devices take up space. Some companies rent physical space to store servers   
and databases because they don't have it available on site. Cloud computing gives these companies the 
option of storing data on someone else's hardware, removing the need for physical space on the front end.
    
• Corporations might save money on IT support. Streamlined hardware would, in theory, have fewer 
  problems than a network of heterogeneous machines and operating systems.
    
•• If the cloud computing system's back end is a grid computing system, then the client could take advantage        
of the entire network's processing power. Often, scientists and researchers work with calculations so 
complex that it would take years for individual computers to complete them. On a grid computing system, 
the client could send the calculation to the cloud for processing. The cloud system would tap into the 
processing power of all available computers on the back end, significantly speeding up the calculation.
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While the benefits of cloud computing seem convincing, are there any potential problems?

Cloud Computing Concerns

• Perhaps the biggest concerns about cloud computing are security and privacy. 
The idea of handing over important data to another company worries some 
people. Corporate executives might hesitate to take advantage of a 
cloud computing system because they can't keep their company's information
under lock and keunder lock and key.

• The counterargument to this position is that the companies offering cloud computing services live and die 
by their reputations. It benefits these companies to have reliable security measures in place. Otherwise, the 
service would lose all its clients. It's in their interest to employ the most advanced techniques to protect their 
clients' data.

• • Privacy is another matter. If a client can log in from any location to access data and applications, it's possi-
ble the client's privacy could be compromised. Cloud computing companies will need to find ways to protect 
client privacy. One way is to use authentication techniques such as user names and passwords. Another is to 
employ an authorization format -- each user can access only the data and applications relevant to his or her 
job.

• Some questions regarding cloud computing are more philosophical. Does the user or company subscribing 
to the cloud computing service own the data? Does the cloud computing system, which provides the actual 
storage space, own it? Is it possible for a cloud computing company to deny a client access to that client's 
data? Several companies, law firms and universities are debating these and other questions about the nature 
of cloud computing.
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How will cloud computing affect other industries? There's a growing concern in the IT industry about how 
cloud computing could impact the business of computer maintenance and repair. If companies switch to 
using streamlined computer systems, they'll have fewer IT needs. Some industry experts believe that the 
need for IT jobs will migrate to the back end of the cloud computing system.

Another area of research in the computer science community is autonomic computing. An autonomic 
computing system is self-managing, which means the system monitors itself and takes measures to 
prevent or repair problems. Currently, autonomic computing is mostly theoretical. But, if autonomic 
computing becomes a realitcomputing becomes a reality, it could eliminate the need for many IT maintenance jobs.

Source :  Jonathan Strickland
HowStuffWorks.com
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Even though the Internet is still a young technology, it's hard to imagine life without it now. Every year, 
engineers create more devices to integrate with the Internet. This network of networks crisscrosses the 
globe and even extends into space. But what makes it work?

To understand the Internet, it helps to look at it as a system with two main components. The first of 
those components is hardware. That includes everything from the cables that carry terabits of informa-
tion every second to the computer sitting in front of you.

Other types of hardware that support the Internet include routers, servers, cell phone towers, satellites, 
radios, smartphones and other devices. All these devices together create the network of networks. The 
Internet is a malleable system -- it changes in little ways as elements join and leave networks around the 
world. Some of those elements may stay fairly static and make up the backbone of the Internet. Others 
are more peripheral.

How does the Internet work?
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These elements are connections. Some are end points -- the computer, smartphone or other device you're 
using to read this may count as one. We call those end points clients. Machines that store the information we 
seek on the Internet are servers. Other elements are nodes which serve as a connecting point along a route 
of traffic. And then there are the transmission lines which can be physical, as in the case of cables and fiber 
optics, or they can be wireless signals from satellites, cell phone or 4G towers, or radios.

All of this hardware wouldn't create a network without the second component of the Internet: the protocols. All of this hardware wouldn't create a network without the second component of the Internet: the protocols. 
Protocols are sets of rules that machines follow to complete tasks. Without a common set of protocols that all 
machines connected to the Internet must follow, communication between devices couldn't happen. The vari-
ous machines would be unable to understand one another or even send information in a meaningful way. 
The protocols provide both the method and a common language for machines to use to transmit data.

We'll take a closer look at protocols and how information travels across the Internet on the next page.
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A Matter of Protocols

You've probably heard of several protocols on the Internet. For example, hypertext transfer protocol is what 
we use to view Web sites through a browser -- that's what the http at the front of any Web address stands for. 
If you've ever used an FTP server, you relied on the file transfer protocol. Protocols like these and dozens 
more create the framework within which all devices must operate to be part of the Internet.

TTwo of the most important protocols are the transmission control protocol (TCP) and the Internet protocol 
(IP). We often group the two together -- in most discussions about Internet protocols you'll see them listed as 
TCP/IP.

What do these protocols do? At their most basic level, these protocols establish the rules for how information 
passes through the Internet. Without these rules, you would need direct connections to other computers to 
access the information they hold. You'd also need both your computer and the target computer to understand 
a common language.
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You've probably heard of IP addresses. These addresses follow the Internet protocol. Each device connected 
to the Internet has an IP address. This is how one machine can find another through the massive network.

The version of IThe version of IP most of us use today is IPv4, which is based on a 32-bit address system. There's one big 
problem with this system: We're running out of addresses. That's why the Internet Engineering Task Force 
(IETF) decided back in 1991 that it was necessary to develop a new version of IP to create enough address-
es to meet demand. The result was IPv6, a 128-bit address system. That's enough addresses to accommo-
date the rising demand for Internet access for the foreseeable future [source: Opus One].

When you want to send a message or retrieve information from another computer, the TCP/IP protocols are 
what make the transmission possible. Your request goes out over the network, hitting domain name servers 
(DNS) along the way to find the target server. The DNS points the request in the right direction. Once the 
target server receives the request, it can send a response back to your computer. The data might travel a 
completely different path to get back to you. This flexible approach to data transfer is part of what makes the 
Internet such a powerful tool.

Let's take a closer look at how information travels across the Internet.
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                                                                                 • Packet, Packet, Who's Got the Packet?

In order to retrieve this article, your computer had to connect with the Web server containing the article's file. 
We'll use that as an example of how data travels across the Internet.

First, you open your First, you open your Web browser and connect to our Web site. When you do this, your computer sends an 
electronic request over your Internet connection to your Internet service provider (ISP). The ISP routes the 
request to a server further up the chain on the Internet. Eventually, the request will hit a domain name server 
(DNS).

This server will look for a match for the domain name you've typed in (such as www.HackyShacky.com). If it 
finds a match, it will direct your request to the proper server's IP address. If it doesn't find a match, it will send 
the request further up the chain to a server that has more information.

The request will eventually come to our The request will eventually come to our Web server. Our server will respond by sending the requested file in 
a series of packets. Packets are parts of a file that range between 1,000 and 1,500 bytes. Packets have 
headers and footers that tell computers what's in the packet and how the information fits with other packets 
to create an entire file. Each packet travels back up the network and down to your computer. Packets don't 
necessarily all take the same path -- they'll generally travel the path of least resistance.
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That's an important feature. Because packets can travel multiple paths to get to their destination, it's 
possible for information to route around congested areas on the Internet. In fact, as long as some 
connections remain, entire sections of the Internet could go down and information could still travel from 
one section to another -- though it might take longer than normal.

When the packets get to you, your device arranges them according to the rules of the protocols. It's kind 
of like putting together a jigsaw puzzle. The end result is that you see this article.

This holds true for other kinds of files as well. When you send an e-mail, it gets broken into packets before This holds true for other kinds of files as well. When you send an e-mail, it gets broken into packets before 
zooming across the Internet. Phone calls over the Internet also convert conversations into packets using 
the voice over Internet protocol (VoIP). We can thank network pioneers like Vinton Cerf and Robert Kahn 
for these protocols -- their early work helped build a system that's both scalable and robust.

That's how the Internet works in a nutshell.

Source :  Jonathan Strickland
HowStuffWorks.com
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8 Tech Companies You Didn't Know You Use 
Everyday!

Consumer tech companies are all popular and always buzz in media but there are number of business 
software companies that have massive user base. Some services startups have become very popular in 
recent times. Users are not aware of what goes beyond in backend of these favorite solutions that they 
are using in day-to-day life. Like, users love Uber but, there are number of different solutions, from pay-
ments to text messaging, work behind-the-scenes to make the app work. Today we have listed 9 tech 
companies that users don’t know they are obsessed with.

1. Twilio

Twilio is a communication software that provides apps to embed calls, 
voice and text messaging features within the app. The service is used by 
Airbnb for sending text messages. While, calls that you get from Uber 
drivers are pushed from Twilio. The company has $100 million of revenue 
per year. It has recently raised $103 million and it is valued at $500 million.

2. Braintree2. Braintree

Braintree is an online payment solution for mobile and online businesses. 
The solution is used by Uber for making transactions. Uber drivers use 
Braintree payment wallet to receive the fare that you pay online. The 
company was acquired by PayPal for $800 million in 2013.
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3. Cloudflare

Cloudflare has a cloud firewall software to protect apps/websites from 
cyber attacks. The software also offers networking services to improve 
the performance and traffic. The software handles by 5 per cent of global 
internet traffic. It is also used by 2 million websites. The company has raised 
$72 million and is reported to have $1 billion valuation.

4. Ooyala4. Ooyala

Ooyala has a comprehensive video player platform. It can be used to play and 
distribute videos on all kinds of devices. Ooyala also offers data analytics and 
monetization tools to its customers. It is used by some of the bigger sites like 
ESPN, Sky Sports and Fox Sports. The company was acquired by Australian 
telco Telstra in 2014.

5. Jasper

Jasper is an ultimate platform that connects physical objects like car or rJasper is an ultimate platform that connects physical objects like car or r
efrigerator to the internet. The company has some industry leading clients like, 
GM and Ford. They use Jasper to automate updates to its cars. Heineken 
uses Jasper to monitor beer kegs. The company has raised $200 million and 
is valued at $1.4 billion.

6. Disqus

Disqus is a commenting system on the web. It is used by 3 million websites all Disqus is a commenting system on the web. It is used by 3 million websites all 
over the web. Some of the leading sites like Wired, ReadWrite and the 
NextWeb are using Disqus. The tool witnesses 2 billion unique visitors per 
month. The company has raised $10 million so far.
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7. Stripe

Stripe is an alternative payment processor solution. It is used by thousands of 
businesses over the world. Websites like Lyft, Kickstarter, Instacart are using 
Stripe as their payment processor. The company has raised $70 million and is 
valued at $3.5 billion.

8. Google Maps

The popular navigation system, Google Maps providesThe popular navigation system, Google Maps provides API that powers millions 
of sites and apps that provide location and maps through their own service. 
Expedia uses Google Maps to show the location of hotels. Airbnb also uses 
Google Maps to help guests find their host. The tool is used by millions of 
websites and apps all over the world.

Source : Efytimes.com
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How to Remove or Erase all Google Internet Web History

The majority of you currently conscious that Google keeps all the activities whatever a user do on Google 
website. Google is quite smarter in case of monitoring and keeping the information and use history. Google 
gain access to save the use history that you carry out after log in to your Google account. It does not matter 
which Google product or service you are making use of, when you check in to your Google account to utilize 
the Google services, Google search history will certainly be instantly shop by default.

WWell If you believe that personal privacy is the most significant issue for you, you can tidy up your previous 
Google search history following the below technique.

The Google keeps the records of Google internet history for the security factors and to utilize this details in 
the future, in case of required.
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The Google internet history includes your areas, interest, spiritual views, age, and other crucial info. 
Google search history includes all your individual and delicate details that can be quickly disclosed by 
anybody, if your account hacked.

Well, in this post you will certainly find out the best ways to withdraw from all the kept history on your Google 
account, see listed below ways to clear all your Google search history to secure your individual info from an 
unexpected possibility.

WWays to Clear Google Search History

Prior to step even more, kindly note that eliminating the Google search history will certainly erase your 
information completely and can not be bring back in the future.

Google search history keeps a great deal of helpful details about your activities that assists you to discover 
exactly what you are trying to find quicker. It offers you the access to see the websites you have actually 
seen in the past. So hesitate prior to taking your choice. This details can be essential for you, if you are a 
power user and love to obtain things done rapidly.

If you still want to remove all your Google search historIf you still want to remove all your Google search history, you can go on. You will certainly likewise discover a 
choice to erase some individual products so that you will not lose everything.

 1. See Google History page at https://www.google.com/history or you can click the Gear icon on the leading 
right corner of a search results page page, then click Web History (If you are not logged in, it will certainly 
reroute you to the log in page, just log in with your existing Google account).
 
 2. Once again click Gear icon, then go to Settings.
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3. Now click the erase all URL, you will certainly be triggered for a verification message, once 
    more click Delete all, and after that your whole search history will certainly gone.

4. You can likewise Turn off the Google search history to stop Google from keeping your search history 
in future.

Additionally, you can likewise browse internet anonymously in the Private Window (Mozilla) or 
Incognito mode (Chrome). Whatever you view in the Incognito Window will not save anything in your 
browser's history, cookie shop even after you have actually closed all your incognito tabs.

Source : HackingUniversity.in
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Lost your Phone? You Can Still Retrieve its IMEI Number

Your mobile phone has a globally unique number associated with it, called the IMEI number, that uniquely 
identifies your device within the mobile network. If your phone gets lost or is stolen, you would need to 
provide this IMEI number to the law enforcement agencies and the telecom operator for them to blacklist 
your device and prevent anyone else from using your phone on their wireless network.

As you probably knoAs you probably know, it is relatively easy to find the IMEI number of your mobile phone. While there are 
apps that will help you retrieve this number with a tap, you don’t really need one. Just open the phone 
dialer, call *#06# and the IMEI number will be displayed on the phone’s screen. Alternatively, you can 
open device Settings – About Phone – Status and long-press the IMEI number to copy it to the clipboard.

If you have however lost your phone but did not record the IMEI number beforehand, you can still retrieve 
the number from your Google Account. 



Hacky  Shacky  IT  Magazine                                        38                                                                                  May  2015

Just go to google.com/settings, sign-in with your Google account and expand the Android tab. Here you will 
see of all Android devices that are connected to your Google Account and it will list the IMEI number of your 
phone as well.

In the case of iPhone, the IMEI number is printed on the box itself. And if nothing works, trace the phone’s 
receipt – the vendor may have written the IMEI number o the phone on it at the time of sale.

Source :Amit Agarwal
Labnol.org
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There’s a Game Hidden inside your Google Chrome, 
It works on Android too!

Google Chrome users are probably familiar with the T-Rex 
dinosaur that shows up when your computer is not connected
 to the Internet. The T-rex had short arms and therefore lot of
 things were out of its reach. Chrome, like that dinosaur, too 
is having trouble reaching the Internet.

What’s even more interesting is that the offline dinosaur in 
Chrome is also a game. Press the space bar to activate and Chrome is also a game. Press the space bar to activate and 
your Chrome tab will quickly turn into a moderately addictive 
game. The T-Rex will run and your mission is to prevent it from bumping into the saguaros.

The game is written in JavaScript and you can find the complete source code in the Chromium reposito-
ry. Thanks Codepo8 for the discovery.

And it’s not just about Chrome for desktop, the dinosaur game is available in Chrome for Android as 
well. Switch to airplane mode and give it a shot. The only difference is that instead of the space bar, you 
need to tap on the screen to jump / fly the dinosaur.

Source: Amit Agarwal
Labnol.org
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Tips to Extend the Life of your Gadget’s Batteries
Your mobile phones, tablets and laptops have rechargable Lithim Ion batteries that lose capacity as they 
age but with good care, the batteries may last for 2 to 3 years or even longer. What can you do to increase 
the overall lifespan of your gadget’s battery? Should you keep your mobile devices charged or wait for the 
charge to drop to 0% before charging them again?

I recently scanned the websites of consumer electronics companies, 
including HP, Asus, Apple, Dell and also Battery University – for their 
recommendations on how to maximize the battery life and here’s a quick 
summary of what I learned:

1.1. Avoid deep discharge meaning you should not continue using the 
device until the battery drains down to 10% or below. The optimal charge 
level for Li-Ion batteries is suggested between 40% and 70% and, 
if possible, charge your device in short bursts multiple times a day.

2. If you are not planning to use a gadget for long periods, like more than a month, charge them to around 
50% before storing. If the device is fully charged, discharge to the half-way mark, power-down the device 
and store in a cool dry place.

3. You should never store a device that is either fully charged or completely discharged for extended 
periods as both these states would result in loss of battery capacity. If you are leaving your mobile device 
in the closet unused for longer than six months, charge it to 50% every six months to maintain battery 
health and also reduce the aging effect.



Hacky  Shacky  IT  Magazine                                        41                                                                                  May  2015

4. Do not leave your gadgets in the car on a hot afternoon as prolonged exposure to temperatures higher 
than 35°C can permanently damage the capacity of your mobile phone’s battery.

5. It is OK to leave your mobile phone plugged in at night for charging but the mobile case could be an 
issue. The heat generated during the charging needs an exit vent and if the design of your mobile case 
doesn’t allow that, it maybe a good idea to remove the case before plugging-in the charger.

That said, these tips will mostly benefit people who do not upgrade their gadgets frequently. For others, 
don’t sweat too much as you’ll probably replace the phone even before the battery starts to degrade.

Source: Amit Agarwal
Labnol.org
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Uber Taxi 2 Free Rides Rs.300 each
Uber Taxi offering 2 Free Rides Rs.300 each for new users. Just 
Download Uber app and use promo code “BMSUBER”.

Terms and Conditions:

    • The offer is only for first time users of the Uber App.
    • The offer is valid till 31st May, 2015.
    • Uber is available in 11 cities in India – Ahmedabad, Bangalore,
      Chennai, Chandigarh, Hyderabad, Jaipur, Kochi, Kolkata,
      Mumbai, New Delhi, Pune.      Mumbai, New Delhi, Pune.
    • The offer is non-transferrable.
    • Incase the ride costs more than Rs.300, the customer will
      need to pay the differential amount.

How to get:

   • Download Uber app | Offer source
   • Book cab
   • Enter the Promo Code: BMSUBER on the “Promotions” tab on the Uber App & get your first 2
      rides free upto Rs.300 each.

Source : indiafreestuff.in
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Hide My IP 6.0 Premium VPN (100% Discount)
You can now able to Hide your IP address for free just by 
downloading this special software. Grab Free Hide My IP 6.0 premi-
um VPN 3 months license key. You just need to put the license key 
while installing the software to get it for free for 3 months. 
Check out its amazing features

Key Features :

   • Hide My IP is a program that allows you to surf anonymously
   • Its Prevent hackers from acquiring your IP address
   • It also prevent send anonymous email and encrypt your Internet
     connection
   • You can protect your online privacy by changing your IP address
      and unblocking any website

License KeyLicense Key : 3CLZ-WVNS-EN5P-XBGH-ULE2-9WF7 (use this 
license at time of installation

Download here :  https://www.hide-my-ip.com/downloading-hide-my-ip-windows.shtml

Source: Couponzclub.com
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8 Best Android Apps To Improve 
Privacy and Security in 2015 

Google’s Android is a very flexible mobile operating system that can fulfill all these mobile device security 
challenges if you select the right security applications from Google Play Store.

No doubt, Google Play Store has an abundance of suitable options, and it’s quite difficult for you to select 
the ones that meet all your expectations.

So, I decided to help you by making a short list of the best mobile device security applications that I 
always carry in my Android smartphone.

Here are the best security apps you must have in your Android smartphone; have a look: 

Just to have a good anti-virus protection app in your smartphone 
doesn’t mean a complete Security.
As Mobile Device Security is comprised of security of different 
features, such as:

    • Data privacy and security features
    • Permission restrictions for snoopy apps
    • A blacklist for undesired calls
        • An excellent backup capability, in case your smartphone 
      gets deteriorated.
    • As well as encryption functionality.
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TextSecure Private Messenger (Free)

There are vast number of secure messaging apps available in 
Play Store, but the trouble part is that most of them work only if 
both the parties use the same application for encryption to work.

TTextSecure breaks that barrier and works with standard SMS text messages 
as well, which means you can add an extra layer of security to regular texting 
even if the client you are messaging is not using TextSecure.
TextSecure Private Messenger is a free secure text messaging app developed 
by Open Whisper Systems. It is completely open-source and supports 
end-to-end encryption for secure text messages, means nothing is stored on 
its server.
YYour private conversations will be even safer if both parties are chatting 
directly through the TextSecure app, but the ability to encrypt your standard 
SMS messages makes it different from other secure messaging apps.

RedPhone: Private Calls (Free)

RedPhone is a free secure call app that provides end-to-end encryption for 
your private calls, securing your phone conversations in a way that nobody 
can listen in.
The purpose for which I use the Red Phone app is that itThe purpose for which I use the Red Phone app is that it’s very easy to use. 
Red phone uses your standard phone number to make and receive phone 
calls, so there is no need for any other identifier.

The Red phone app, created by Open Whisper Systems, is completely open 
source and free to download from Google Play Store.
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Crypt4All Lite (AES) - (Free File Encryption Software) 

Crypt4All Lite (AES) is the popular app for mobile device 
encryption that is being used to encrypt and decrypt files with 
256 bit AES algorithm (AES Crypt version 2).
It has been developed by codewell4 keeping data privacy and security in It has been developed by codewell4 keeping data privacy and security in 
mind. You can install Crypt4All Lite (AES) for free from Google Play 
Store.

This mobile device encryption app is being used to encrypt your sensitive 
files before moving them to online cloud services and store the encrypted 
files on your Android smartphones.
Nobody except you can access and read those files that have been 
protected by a Unicode as your password, until or unless you don’t protected by a Unicode as your password, until or unless you don’t 
share your password with the second person.

Orbot: Proxy with Tor (Free Privacy and Online Anonymity)

 Orbot is a mobile phone app that allows users to access the Internet, 
email and instant messaging without being threatened to be monitored or 
blocked. Orbot brings the functionality and features of Tor directly to the 
Android OS.
TTor is a free, open source software project that helps you defend against 
network surveillance. Orbot is a tool used to protect online privacy by 
using Tor to encrypt your Internet traffic and pass your traffic through a 
series of computers around the world, maintaining your anonymity.
Orbot is developed by the team of privacy lover people, The Tor Project, 
so you can safely use it for data protection and confidentiality.

You can Download Orbot app for Free from Google Play Store.
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AppLock (Free Application Lock Utility)

AppLock is used to protect your personal data to be accessed 
by anyone. You can put lock to your SMS, Contacts, Gallery, Gmail, 
Settings, Facebook, Calls and any other app you want to keep away 
from outsiders.

Do not confuseDo not confuse AppLock with your phone in-built lock feature, as the 
in-built feature of your smartphone only allows you to put lock on your 
phone, but not on the selected apps you want.

With AppLock, you don’t need to worry about a friend borrow your 
phone to play games again or they get your smartphone to have a look. 
Your private data in certain apps is secured by the app, protecting your 
privacy.

YYou can Download AppLock for Free from Google Play Store.

App Ops (Free App Permission Manager)

App Ops is an Android app that allows you to block permissions to 
individual apps. This is a great app that allow me to block unnecessary 
app permissions of certain apps that do not have anything to do with the 
main function of the apps.

GenerallGenerally, Android OS is built with an in-built app permission system 
and when you install any app from Play Store you are asked to grant 
the permissions that the app requests. If you decline to agree, the app 
is not installed. It’s an all or nothing situation.
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App Ops solves this issue and allows you to change the app permissions. So if, for example, 
you don’t want your flashlight app to collect your location-based data, which is being used by 
ad agencies, then you can revoke that permission for that particular app.

App Ops is available for free in Google Play Store and supports Android 5.0.
However, App Ops is still accessible on Android 4.3, 4.4.0 or 4.4.1 if your device is rooted. If you have 
upgraded your Smartphone toupgraded your Smartphone to Android 4.4.2 then you need to first launch a root authentication and then 
reboot your device

LastPass Password Manager Premium (Free)

Unless you are a human supercomputer, remembering password is a tough 
job nowadays when we have numerous online accounts on different websites 
and have a different password for each site.
But luckily to make the whole process very easBut luckily to make the whole process very easy, there is a growing market of 
effective password manager out there which offers you to manage different 
and unique passwords for your different online accounts with extra layers of 
security.
LastPass is one of the effective password manager apps for Android that has 
made life easier for Millions of people worldwide.
With the help of LastPass, you can store your logins, create online shopping With the help of LastPass, you can store your logins, create online shopping 
profiles, generate strong passwords storage, keep track of personal 
information, and many more. You can securely and easily access your 
personal data from every computer and mobile device.

LastPass stores your sensitive data all in one place, protected at LastPass 
account and encrypted by a secret master password. So, you just have to 
remember one LastPass password.

YYou can Download LastPass for Free from Google Play Store.
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K-9 Mail (Free Secure Email Encryption Software)

Emails contains the most sensitive data as it’s related to both our 
personal as well as professional life. K-9 Mail meets your expectations 
by providing you a secure email encryption service.
K-9 Mail is a free and open source email encryption software forK-9 Mail is a free and open source email encryption software for Android 
that allows you to securely send and receive email from one or more 
email accounts when used with Android Privacy Guard (APG) to encrypt 
the contents.
K-9 Mail is based on the original Android mail client by Google and is 
distributed under the open source Apache license, although it has a 
whole pile of additional features.

K-9 Mail supports IMAK-9 Mail supports IMAP IDLE for push messaging.

You can Download K-9 Mail for Free from Google Play Store.

Source : TheHackerNews.com
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Protect your Google Accounts with a USB Security Key

Most big-name web services like Gmail, Microsoft, 
Evernote, WordPress and Dropbox now support 
2-step authentication to improve the security of your 
online accounts. Once you enable two-factor 
authentication, a malicious person will not be able to authentication, a malicious person will not be able to 
log into your online account even if they know the 
password – they’ll need access to your mobile phone 
as well to get in.

The verification codes required for logging into a 
2-step enabled account can be generated either using 
a mobile app – like Authy or Google Authenticator -or

you can have them sent to your mobile phone via a text message or a voice call. The latter option howev-
er will not work if the mobile phone associated with your account is outside the coverage area (like when 
you are in a foreign country).

There’s another option that makes the process of logging into a 2-factor enabled account Google less 
cumbersome. Instead of generating the verification codes on a mobile phone,  you can use a hardware 
based authenticator that can be inserted into a USB port on your computer and you’ll be signed-in auto-
matically without having to hand-type the digits. 

The option works for both Google and Google Apps accounts and you don’t even need the mobile phone.
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Google 2-factor Authentication Simplified

I am using the least-expensive Yubico key though there are more options to choose from. The first 
stop is to associate the USB security key with your Google Account. Go to myaccount.google.com, click on 
2-step verification and then switch to the Security Keys tab. Here click the Register Device button and then 
insert the USB key into the computer to attach it to your account.

Once registered, you can use your USB security key to log into your GoogleOnce registered, you can use your USB security key to log into your Google Account from any other desktop 
or laptop computer without requiring the mobile phone. Simply open the Google login page, type in your 
username & password, click the Sign-in button and then insert the USB key. The lights will blink on the 
device, you need to tap it once and it will instantly log you into the account. Internally, the key generates the 
codes that are sent to Google servers and you are logged in.

The USB security keys require no software and they are compatible with Windows, Mac, Chrome OS and The USB security keys require no software and they are compatible with Windows, Mac, Chrome OS and 
Linux computers. They need no batteries, they are tiny like a regular USB thumb drive but also rigid. You can 
also associate multiple Google Accounts with the same USB key which can be a huge timesaver for some 
users.

USB Security Keys make 2-factor authentication painless but you can only use them inside Google Chrome 
on desktop and laptop computers. You’ll still have to rely on SMS messages, or the authenticator app, for
logging into Google on your mobile phones or in browsers like Firefox and Opera

Source : Amit Agarwal
Labnol.org
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Lenovo has issued a patch for a flaw in its computers, which researchers say could allow hackers to 
replace trusted apps with malicious versions.
Security researchers at IOActive said in an advisory detailing three separate vulnerabilities that hackers 
could bypass checks to ensure the integrity of apps, allowing them to run malware on an affected Lenovo 
machine.

"An attacker can create a fake [certificate authority] and use it to create a code-signing certificate, which "An attacker can create a fake [certificate authority] and use it to create a code-signing certificate, which 
can then be used to sign executables," the advisory says. "Since the System Update failed to properly 
validate the certificate authority, the System Update will accept the executables signed by the fake 
certificate and execute them as a privileged user."

The "high"-rated flaw affects all ThinkPad, ThinkCenter, and ThinkStation products, along with V, B, K, and 
E-series machines.

The latest security vulnerability comes in the wake of the company admitting it installed internet 
tratraffic-intercepting software on certain consumer notebooks. The company downplayed the controversy, 
but later issued a fix to remove the software.

More serious security flaws found in Lenovo computers
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Other flaws fixed by the update include a bug that allowed a lower-level user to skirt user restrictions in 
place, potentially allowing a malicious actor to run malware as a "system" user and a bug in how Lenovo's 
system update service works to potentially allow an escalation of privileges.

Source: Zack Whittaker
zdnet.com
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Hacker Implants NFC Chip In His Hand To Hack Android Phones
There is a very sleek line between hacking and 
security. The security used to protect the public 
could be misused by hackers against the public 
itself, and one shouldn’t forget that with the advance 
in technology, the techniques used by cyber crimi-
nals also improves.
Today, What hackers need to conduct a successful 
cyber attack?
Maybe just a computing device injected under the 
skin of their bodies, who can bear the pain, would 
be enough to help complete a successful cyber 
attack – also known as Biohacking.

This was exactly what presented by the former U.S. Navy petty officer and now engineer at APA Wire-
less Seth Wahle.

With no malicious intention, Wahle implanted a small NFC chip in his left hand right between his 
thumb and his pointer finger in order to display the risks of Biohacking.

Hacking Android devices using NFC implants:

For those unaware, NFC (Near Field Communications) chips embedded in our smartphone devices 
are used for transferring files and in various mobile payment applications.

Wahle's chip has an NFC antenna that is capable to hack Android devices and bypass almost all se-
curity measures. The chip can ping a nearby Android smartphone, prompting its user to open a link.
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Once the user of the smartphone agrees to open that link, the link installs a malicious piece of 
software on the phone that allows the phone to connect to a remote computer controlled by the 
hacker.

The hacker would now be able to carry out further exploits on the victim's device, potentially putting all the 
important information and sensitive data of victim at risk.

How is NFC implant done?

In order to implant the NFC device, In order to implant the NFC device, Wahle bought a chip designed to be injected into cattle and implanted the 
chip by an "unlicensed amateur" for $40 by using a needle which was larger than he had initially expected, 
Wahle told Forbes during a Skype call.

The worst part about NFC implant:

The chip implant into Wahle hand was almost invisible after few days. The major thing to worry about this 
technique is that the NFC chip goes completely undetected in almost all kinds of security measures, including 
the security checkpoints in airports and other high-security locations.

WWahle said that with the chip implanted in himself, he went through daily scans prior to leaving the military 
and the chip was never detected. But, he also notes that the X-rays would be able to detect the chip.

However, these Implantable NFC chips potentially open up a smart way for hackers to hack Android devices 
and networks and gain access to victims' sensitive information.

"This implanted chip can bypass pretty much any security measures that are in place at this point and we will 
show proof of that," said Rod Soto, the event’s secretary of the board and security consultant.
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Limitations of the attacks:

There are some limitations to methods like this, as Wahle says that the remote connection made by a 
hacker to the server can only be kept if the affected Android device is not locked or rebooted.

However, these limitations could be overcome by various means. Like if, say, the affected phone is 
rebooted, a software run as a background service that starts on boot would fix the problem.

WWahle will be presenting his finding at the Hack Miami conference taking place this May, with Rod Soto. 
Both of them intended to alert about these latest strategies that can be used by hackers to hack terminals 
and networks.

They also admitted that this NFC implant-based attack could provide hackers and cyber criminals with a 
particularly useful "tool in their social engineering toolset."

Source: TheHackerNews.com
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The Great Firewall of China Hijacks Facebook Connect Plugin

From past few days, Internet Users in China are 
dealing with a weird redirection of traffic nationwide 
while accessing any website that makes use of 
connect.facebook.net resource.

 Great Firewall of China, which is infamous for the Internet censorship by Chinese government, believes 
to be intercepting the JavaScript module used by Facebook Connect Login, which is meant to allow 
third-party websites to authorize users through Facebook infrastructure.

Chinese Internet users are complaining that when they visit any website that contain 
"Login with Facebook" or "Connect with Facebook" buttons (which is being used by a vast number of 
sites), they automatically redirect to unrelated websites.

 The two websites to which the traffic is being redirected:

        • wpkg.org —        A website for open source automated software deployment, upgrade, and removal 
                                 program for Windows.
    • ptraveler.com — A personal travel blog authored by a young couple of Poland.

     "This behavior is occurring locally and beyond the reach of our servers," a spokesperson from     
      Facebook told The Verge. "We are investigating the situation."
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 Is Chinese Government responsible for the attack?

At the moment, it isn't clear if Facebook traffic intercepting is backed by Chinese government or 
it's the result of some organized cyber attack, although ptraveler.com appears to have been brought down 
by the flood of redirected traffic.

HoweveHowever, this tactic sounds very similar to the one that the Chinese officials recently used against the 
popular code sharing website Github, so there is doubt that the Chinese government is responsible for the 
cyber attack.

At the end of last month, similar redirection was used to launch a massive distributed denial of service 
(DDoS) attack against Github, apparently in response to dissident content posted by the open source ser-
vice.

The Great Cannon:

The current attack is also intercepting a line of JavaScript from the Facebook Connect plugin and injecting 
a new line of code to redirect Chinese users to unrelated sites as the content passes through China's na-
tional web filters.

The Citizen Lab researchers have named this capability "The Great Cannon," a unique cyber attack tool 
capable of hijacking Internet traffic at the national level and redirect that traffic to targeted networks the 
attackers want to knock offline.

It is still unclear why these two sites would be a target for the Great Cannon and why Facebook is chosen 
to conduct the attack, which has been banned in China for years, and most immigrants in the country use 
a VPN to access Facebook.

Source: TheHackerNews.com
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Hackers Could Crash Trains by Hacking Rail Traffic System
After reaching heights in cyber attacks by targeting SCADA 
systems, hackers are looking forward to crash trains.

It isn't only assumptions; it could actually happen in real.

A new hi-tech railway signalling system being tested in the United 
Kingdom could potentially be hacked by cyber criminals to cause 
oncoming trains to crash into one another at highest speeds, an 
Internet security expert has warned.Internet security expert has warned.

 The Loophole:

The European Rail Traffic Management System, a new digital system that are designed to make train 
lines secure and safer…
...actually lack in security that could easily expose the systems to malware and allows malicious actors 
(like terrorists) to cause massacre around the UK.

 'Nasty Accident is Waiting.'

Internet security expert Professor David Stupple told the BBC that plans to replace old railway signal Internet security expert Professor David Stupple told the BBC that plans to replace old railway signal 
lights with new digital systems could expose the railway network to cyber attack, causing a "nasty acci-
dent" to happen involving terrorists as they could "easily expose the new mainframe."

"It's the clever malware that actually alters the way the train will respond," Stupple said. "So, it 
will perhaps tell the system the train is slowing down, when [it is] speeding up."
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 However, Stupple acknowledged that the Government are not complacent because they are 
completely aware of the dangers of the dangerous impacts and "they are worried about it."

The Internet security expert at City University also outlined that the operators and the government 
ministers are working on more safer and better security measures in order to avoid the upcoming cyber 
threat.

What could be the worse part?

Stubble also highlighted the government's fears that the possible and the biggest threat of hacking could Stubble also highlighted the government's fears that the possible and the biggest threat of hacking could 
come from an insider.
Yes, we talking about the Insider Threat.

In most of the cases, the security systems are very well protected against the outside malicious hackers and 
cyber attacks, but the real danger could come from an insider rogue employee.

     "The weakness is getting malware into the system by employees," the expert explained. "Either    
      because they are dissatisfied or being bribed or coerced."

The in-charge of the new The in-charge of the new Train System respond:

Network Rail, the in charge of the new train line upgrade that is expected to be completely operational by the 
2020s, confirmed it has acknowledged the threat.

This means the new upgradation to the train lines could be at risk of a security breach.

    "We know that the risk (of a cyber attack) will increase as we continue to roll out [the] digital 
     technology across the network," a spokesman for National Rail told the BBC.
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The spokesperson added that Network Rail will work closely with the government, the security operators, 
their partners and suppliers in the railway industry as well as the external cyber-security specialists to better 
understand the potential threat to the new systems.

Source: TheHackerNews.com
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TRAI leaked Over Million Email Addresses; 
Anonymous India takes Revenge

The official website of the Telecom Regulatory 
Authority of India (TRAI) has been allegedly 
hacked just hours after the site exposed more 
than 1 Million email addresses of users who 
spoke in support of Net Neutrality.

AA hackers collective, calls itself AnonOpsIndia, 
has claimed responsibility for the distributed 
denial of service (DDoS) attack against the TRAI 
official website and bringing the site down.

Twitter account linked to AnonOpsIndia tweeted about the took down of the trai.gov.in website through 
DDoS attack.
Over a month ago, TRAI released a consultation paper with 20 questions to be answered by citizens of 
India via an e-mail by April 24, in order to hear their opinion on Net Neutrality.

 TRAI was planning to allow telecom operators like Vodafone and Airtel to block websites and applications 
just to extort more money from businesses as well as consumers, which is nothing but an extreme 
violation of Net Neutrality.

HoweveHowever, when every Internet user were busy to virtual battle for the SaveTheInternet campaign in 
support of Net Neutrality..
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TRAI leaked the email addresses of all the users, earlier today, who sent their responses
for Net Neutrality issue to the TRAI, which would be a jackpot for both spammers as well 
as hackers.

Not just email addresses, TRAI also published respective responses of people. The regulatory divided the 
responses under three categories namely —

   • Comments from service providers
      • Comments from service providers associations
   • Comments from other stakeholders.

In a series of tweets, the group said on their motives to fight for the freedom of Internet in India.

Here are some of their tweets:

”Host is down" all over my terminal. Thank you! Boom Boom #TRAI http://trai.gov.in Fuck you TRAI!”

”HaHa what good is #TRAI if they can't manage their own fucking servers. Useless.”

”We are a just bunch of kids trolling “brilliant” minds at #TRAI who have no clue how to handle such 
situation. Sorry India, you deserve bettesituation. Sorry India, you deserve better.”

 Get Ready for Spam and Phishing emails:

The took down occurred just hours after the TRAI revealed the names and email addresses of more than 1 
Million users who had sent their views on Net Neutrality, making all the respondents' email IDs potentially 
available to spammers.
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 So if you were one of those who sent an email to the TRAI any time in last month may expect flood of 
spam emails from loan companies, credit card companies, marketing companies, hackers, phishers and 
many more.

Meanwhile, the TRAI officials denied any hacking claims and said that the official TRAI website was down 
"due to some technical glitches."

Source :  TheHackerNews.com
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Mozilla may offer new browser features only on 
secure websites
Mozilla is planning to gradually favor HTTPS (HTTP Secure) connections 
over non-secure HTTP connections by making some new features on its 
browser available only to secured sites.
The browser developer decided after a discussion on its community 
mailing list that it will set a date after which all new features will be 
available only to secure websites, wrote Firefox security lead Richard available only to secure websites, wrote Firefox security lead Richard 
Barnes in a blog post. Mozilla also plans to gradually phase out access to 
browser features for non-secure websites, particularly features that could 
present risks to users’ security and privacy, he added.

The community has to still agree on what new features will be blocked for non-secure sites. Firefox 
users could, for instance, still be able to view non-secure websites. But those websites would not get 
access to new features such as access to new hardware capabilities, Barnes said.
“Removing features from the non-secure web will likely cause some sites to break. So we will have to “Removing features from the non-secure web will likely cause some sites to break. So we will have to 
monitor the degree of breakage and balance it with the security benefit,” he said, adding that Mozilla is 
already considering less severe restrictions for non-secure websites to find the right balance. At the 
moment, Firefox already blocks, for example, persistent permissions from non-secure sites for access to 
cameras and phone.

MozillaMozilla’s move follows the introduction of “opportunistic encryption” to Firefox last month, which provides 
encryption for legacy content that would otherwise have been unencrypted. While that does not protect 
from man-in-the-middle attacks like HTTPS does, it helps against passive eavesdropping and was 
welcomed by security experts.

Source: Loek Essers,  cio.com
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Windows 10 is the Last Version of Windows, 
Microsoft Confirmed
Microsoft just announced in its Ignite 2015 conference in Chicago that 
Windows 10 is set to be "the last version of Windows."

"Right now we are releasing Windows 10, and because Windows 10 is 
the last version of Windows, [we are] all still working on Windows 10," 
said Microsoft's developer evangelist Jerry Nixon while speaking at the 
conference this week.

What exactly does it mean? Will Microsoft not launch Windows What exactly does it mean? Will Microsoft not launch Windows 11 
next? Is Windows 10 actually the end of Microsoft’s Windows operating 
system?

These are some questions that were ongoing in the mind of the audience when Nixon gave this statement 
during his speech. 
The reaction from Microsoft was really alarming though you do not have to panic, as Windows OS is not 
dying. 

Windows 10 — Brand Name of Microsoft's OS

For the moment, Microsoft will stick with Windows 10 and focus on smaller and faster updates to its Win-
dows 10 platform, instead of launching new stand-alone versions of the operating system every few years.

This Microsoft's new approach is something similar to Apple's OS X, the Mac operating system that gets 
smaller updates on a yearly basis and has been known as OS X for over 15 years. Every new release of 
OS X gets a unique name with some major updates, but Apple didn't change the name of its OS.
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Oh! Give me a break. If I take you back when it was decided by Microsoft that its next Windows
version will be Windows 10 and not Windows 9. This could be a reason that Microsoft wants to 
stick with Windows 10 brand name for the near future.

'Windows as a Service'
Speaking to The Verge, the company confirmed plans to improve Windows 10 through regular updates 
though Microsoft has no plan to roll out a new version of Windows at some point in the future.
The future, the report notes, is "Windows as a service," although the company has yet not clearly explain it.The future, the report notes, is "Windows as a service," although the company has yet not clearly explain it.

"Recent comments at Ignite about Windows 10 are reflective of the way Windows will be delivered as 
a service bringing new innovations and updates in an ongoing manner, with continuous value for our 
consumer and business customers," Microsoft spokesperson said in a statement.
"We aren't speaking to future branding at this time," the spokesperson added, however "customers 
can be confident Windows 10 will remain up-to-date and power a variety of devices from PCs to 
phones to Surface Hub to HoloLens and Xbox. We look forward to a long future of Windows 
innovations."innovations."

Windows 10 to be the Microsoft's major version of OS

There is no doubt that Microsoft have spend and have to spend an enormous amount of money in marketing 
to convince users that this new version is what they need and that Windows 10 is better than anything that 
had come to them before.

So far, it is unclear whether the tech giant will keep the Windows 10 moniker forever, but if it happens…
...Windows 10 could mark an entire new chapter for Microsoft where Windows is more of a service, howeve...Windows 10 could mark an entire new chapter for Microsoft where Windows is more of a service, however, 
the company still needs to really launch the Windows 10 operating system first.

Source: TheHackerNews.com
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